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Problem: too many lies...

= Huge masses of information produced vourvms EMAIL

USERS UPLOAD  UUSERS SEND
HRS. 204,000,000

MESSAGES.

by huge numbers of sources is made

available to huge audiences USERS

FACEBOOK

. . . SHARE USERS SHARE

= Information on what is happening 8,333 2,460,000
; VIDEOS. - EVERY / PIECES OF CONTENT. ¢

Is usually somewhere out there lwa) @ MI \ TINDER

. ) ] USERS USERS SWIPE

= but even if we manage to discover it 53300 voors 416,667

one question will still be tricky is it true?

347,222

APPLE USERS

Can we tell if a hot lead in social media

- 48,000 _ paoora

USERS LISTEN TO

apps. 6l1.141
PP HOURS.® $83.000
MUSILC. s

corresponds to an actual event?
Can we distinguish a hoax from a true story? 216 000

Can we filter out propaganda?

How can we teach a machine to distinguish truth from li
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Solution: too many ways...

Contributor
WHE SEVSE

Content
seoundsizeal

Reputation: what do people think of this source?
History: what is the past activity of this source?

* Popularity: who follows this source?

Influence: what happens because of this source?
* Presence: does this source exist?

Quality: what is the text style of this post?

Popularity: what is the social interaction with this post?
* Reputation: what do we know of linked web content?
History: what is the history of linked web content?
 Originality: has the same content been used in the past?

@ @ m{t@x([t Cross-check: are there any similar reports?
* Diversity: are the multiple reports sentimentally coherent?
{EO [ {E {Eh @ * Proximity: do the locations relate to the reports origin?
Stliclks togethers

Influence: does this post trigger discussions?
* Provenance: which is the original source of this content?
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We point to suspicious clues
i

TruthNest
Tubeline News C Analysis results
Nigel Farage rips Diane James as a selfish money grabber
https://t.co/hGvuDw1zfs
v
Hi Nikos _
sarris [ uive R

Analyze

N September
N DIANE JAMES QUITS UKIP

James says she had 'no support’ from party executive
NE N 17:18 (OUS HAVE SEEN ROADS SHUT AND TRAINS DIVERTED DUE 1

Streams
History Choose a category to examine the analysis results

Contributor Content Context

*| The contributor account is not verified by Twitter.

&
®| There are no likes on the post. &/

*®| The post has not been retweeted at all yet.

Check (and click on) the red flags that may
directly point you to the most suspicious clues
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Items Entities Clusters

Stuart Butterwo... Yourreadingnews

Former UKIP leader Diane ABDUL-QUDUS OYE... Former UKIP leader Diane =
. : Scottishcringe TopNews
fAameaguipaly Ukip's 18-day leader Diane Jame.s quiis pngy 5 7 T .
mes QUITS the part https://t.co/RgjcjiqFOT Diane James quitting UKIP UKIP in 'hell of a mess', says
Ry https://t.co/JaEDcsa5rd hasn't half brought out the party donor
; - misogynists!

2 Nov 2016 at 19:55:26

REVEAL Project: Co-funded by the EU FP7 Programme Nr.: 610928 www.revealproject.eu © 2014 REVEAL consortium A



And check its authenticity

Exif IFDO

Date/Time Not found
Gain Control Not found
“ i e oot m:,m o @ IMmage Description Not found

send this image to Google reverse image search

S
©
Lo
~

LR 80T T

—Li gl e i yw "“w
Double JPEG quantization inconsistencies r JPEG blocking Error Level Analysis (ELA) Median filtering High frequency noise (WAVEL‘ET) GRIDS
(DQ) JPEG Ghosts (GHOST) artifact inconsistencies (BLOCK) What does it mean? noise residue (MEDIAN) What does it mean? What does it mea
What does it mean? What does it mean? What does it mean?

Quality: 85 MEE 7

Examine the analysis of 8 different algorithms

GRIDS-Inversed
What does it mean?

to spot potential manipulation in images
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Top Users Interactive Map Interactive Timeline Active Communities Influence Popularity Prediction Community Evolution Prediction

Infarmation provided by the Top Users module

Gettop usersby: | influence ¢ Pro FI le
User name Score Level #followers #statuses
georgeeaton 1.99 HIGH 48428 34764 George Eaton L
g’ @georgeeaton
BBCBreaking 1.66 HIGH 26955469 30378
britainelects 112 HIGH 83851 9658 m m m m
WelshGasDoc 1.09 HIGH 18676 88244
Number of members Topic
@ 170 european, independent, james, member, parliament, quits, statement
Members

FraserAlexander, RaheemKassam, SteveUnwin01, DianeJamesMEP, LewtonSerena$, fractalbears, rbp77, Fight4UK, AnishUKIP, HUMPTYSCRUMPTY, Houseof TwitsUKI, ClirBSilvester,
slothcity6, AndiNealia RadHatSanirral (Nawkan17 Waskminctarbdals Ruszard Shibhla iskanzintar? maraishlnndan  William lanac  Barichl ann hanactesy Rah?&104R  GriffC
BadrButters, UK

o Examine the charactristics of communities
o discussing about relevant topics

the_pricey_, latik
EmilyPurser, oliv

® 15 automatically, james, leader, month, party, quits, ukip
@ 287 backs, conference, moderate, quit, tells, told, trump GRS e
o

@ 195 automatically, james, leader, month, parky, quits, ukip
® 144 breaking, camp, doesnt, leaving, manipulate, quit, ukip

Community 4 . ° @ . News from the State of Conne

& & & & & & & & S
& o S S o S RS
& » Y S > » S 5
® * 44318 1
More
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Semantic Search Sentiment Detector

George Eaton 268 19

Ukip "moderate” Diane James has just told @YouGov conference that she backs
Trump and Le Pen.

Predicted evolution

dissalving
e MOBu11sh1t, Mikkil, imghostface, DrGrumble
'_ . BBCSurrey, rachelkennedy84, blinkerdbritain,
i li5, Partywhatparty, greycurmudgeon, danny
S . wcornwall, timpy32001, sa_72, UKIPCastlePoin
c \igmag 15, CrispinMount, Beth1Baron, CHanral
s . . « engway, elena_gualtieri, HRHTudor 1976, reall
Xq Y . 'ghKang, Socialismiluera, A_Few_Good_Men, (
dissolving
) growing
InFLuence O growing
O 100.
g pounl dissalving
y Centrauty 0
L 0 C=——————100.00

Grour By Topic

Al topics

Reset filters

© 2014 REVEAL consortium




We track popularity of content

Top Users  Interactive Map  Interactive Timeline  Active Communities

Influence

Popularity Prediction Community Evolution Prediction

Nigel Farage rips Diane James as a selfish money grabber

User Count Comment Count

318 1091

The number of eponymous users in the discussion. The number of comments in the discussion.

21-11-2016 at 19:34:M@ m 22 s 14m31s

21mb51s

Popularity Score

0.900

28mdis 31m50s

The number of upvotes minus downvotes (penalized for few votes).

Semantic Search Sentiment Detector

Controversiality

0.120

The number of vote disagreements (penalized for few votes).

41m35s 43mids 44
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Track the dynamics of interactions
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And all this, through state-of-the-art research

»  Community-focused Analysis

detection of communities around users and content themes or tags; discovery of central or influential
users, as well as user behaviour and stereotype modelling

= Media Analysis and Indexing

multimedia indexing, computational stylometry, similarity analysis and general study of relations between
content items, and content credibility evaluation

= Context-centric Interpretation

event recognition, location analysis of media, and social context

= |Information Fusion

merging of all available semantic information, in order to derive a final output that will be simple to
explore and interpret

= Legal Issues

take into account the public interest and fundamental rights of people, including freedom of expression,
cultural and opinion diversity, accuracy and credibility of information, and privacy
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What is our market?

= The obvious

= News organisations for whom veracity monitoring is every day work
International Broadcasters, National News Agencies, News Aggregators,
fact-checking organisations, Freelance journalists...

...but not so many and not big spenders

* The next in line

= Large industry who care about veracity of rumours that spread like wildfire

Financial & investment firms, PR agencies, PR departments of large enterprises...
...many more with lots of money at stake

* The long tail

= The general public interested to know what is going on out there
Citizens, and many special interest groups as politicians, marketeers, public figures...
...who wouldn’t want to know the truth?
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Our USP against competition

Social Media Verification Made Easy

« Verify Social Media content aided by state-of-the-art technology

Systematic semi-automated investigations, deep content analysis and smart visualisations
for cross-checking evidence

« Bundle the power of various verification tools

Open platform capable to integrate state-of-the-art verification tools
« Discover experts & communities that can help

Tracking interactions and mapping networks of people with expertise in specific topics
« Verify Social Media content collaboratively

Real-time collaboration maintaining privacy at all levels
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"The research leading to these results has received funding
from the European Union Seventh Framework Programme
under grant agreement #610928. The positions expressed are
those of the authors and do not necessarily reflect the views of
the European Commission”
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Many thanks for your attention!

Any questions?

Nikos Sarris
Head of Innovation Lab, ATC

n.sarris@atc.gr
www.atc.qgr, www.ilab.atc.gr, www.truthnest.com

REVEAL Project: Co-funded by the EU FP7 Programme Nr.: 610928 www.revealproject.eu © 2014 REVEAL consor tium A



http://www.atc.gr
http://www.ilab.atc.gr/
http://www.truthnest.com/

