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This document summarizes work done in the scope of the Vital Media project activities on
elaboration of community views on future social media, its landscape and needed actions

from European community in the futur@o do so, a Call for #@n has been issued seeking

for contributions and discussions amotitge broad European media community, targeting
consolidation of the community view towards the future of the social media within related
community publicaions as well as promotion of theelated community needsData

protection, trust, new areas in social media, and related business and regulation models

have been identified as crucial for future development in the social media, in particular in

the European social media landscape, whih$iRa (2 0S02YS O2YLISGAGACL
main global players in the area
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This document summarizes work done in the scope of the Vital Media project activities on
elaboration of community views on future social media, its landscape reeeded actions

from European community in the futuré correspondingCall for Action has been issued
seeking for contributions and actions from theobad European media communitylhis

activity was supported by discussions organized by the Vital Mprbgect at various
occasions as well as organization of a special sessidnkeynotes at the NEM Summit
2017.The resulting White Paper was published in December 2017 and was used as a base
for a deeper elaboration otthe topics identified, leading to # final publication from the
+AGFE aSRAIF LINRP2SOG a9yl ofAy3a CdzidzNB { 20Al f

Data protection, trust, new areas in social media, and related business and regulation
models have been identified as crucial for future development ia Hocial media, in

particular in the European social media landscape, which needs to become competitive with
0KS (G2RF&Qa YIAYy 3t20lt LIXIFT&@SNBR Ay GKS I NBI @

Personal data management is one of the key issues in order to give back the power to the
end users. @&veral solution are possible, they need to be investigated further in order to
build a powerful sustainable manner to manage personal dasahe factchecking tools are

of a high importance in the social media networks as a mean to compact spreading of
disinformation, so called fake news, it is necessary to elaborate possibilities to improve
already existing tools but also perform additional research and develop newliacking

tools, which should be applied in the near futudmother mean of establishg trust in the

social media is application of ®alled seHlregulation, which is considered as the most
appropriate solution for the social media.

Internet of Things (IoT) is already a reality, but it is merely at the beginning of a social,
econamic andcultural transformation, where synergid®tween devices and people thanks

to the information they exchangwithin the concept of the social media should be further
explored

The most business models applied by the social media platforms today are baseddo
user attention which offers opportunities for disinformation to be easily crested and spread
across the soal media networks and platforms, which naturally calls &ternative
business models for social medi@n the other hand, converting massigenounts of data

into actionable insights means that algorithms become a new competitive advantage and
will prove to be central to th next wave of economic growth.
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This document summarizes work done in the scope of the Vital Media project activities on
elaboration of community views on future social media, its landscape and needed actions
from European community in the future.

The Vital Media project and the NEMitilative agreed in spring 2017 to perform a set of
activities, in order to engage the European media commuaitgl involve its members in
discussions about future of the social media and possible European role in the global social
media arena.The definedactivities consist of the following main amts:

1 To advocatevithin related European communitider need to act and get engaged in
definition of future needed actions and concrete activities toward the future social
media

1 To ensure wide community disaiens on the social media subject

1 To establish a joint publication gathering first community inputs and defining the
main area of involvement for the future

1 To consolidate the gathered inputs and discussions as well as elaborate the future
needs toward theuture social media

The advocating for the needed activities on social media has been launched by the Vital
Media project and the NEM Initiative through publication of a call for action, seeking for
contributions and actions from the broad European medmnmunity. The call for action,
presented in Se, indicated targets and means of the planned activities as well as a plan
F2N) Adddziy3a | b9a 2KAUGS tFLISNI a¢2él NRa (KS

In order to gatherneeded inputs for the White Paper and enlarge the discussion on the
future social media, the Vital Media project issued call for contributions and organized
related discussions within the NEM Steering Board. The Vital Media project was also active in
promating this activity among the community ancelated EU projects as well as in
supporting related activities of European Commission ($ec.

Furthermore, the Vital Media emphasized the topic of the future social media within the
program of the NEM Summit 2017 by organizing a special session and inviting several key
note speakers on this topic. Moreover, various aspects of the future social media have been
discussed along other events organized by the Vital Media project, asoigpasented in
Sec3.
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The White Papedt ¢ 2 6 NR&a G KS C davadzhi@ated ig ardordanceavBhRiiel €
received inputs and outcomes of discussions mentioned above. The White Paper is
summarized in Sed.1and its full textis provided in the annex of thdocument.

Based on the White Paper issued in December 2017, the Vital Media project, in cooperation

with the NEM Steering Board, worked on a deeper analysis of the topics identified in the
WhAGS tFLISNIFYR FAYFEAT SR || Llzo f A Gumimared G 9 y | ¢
in Sec4.2 (full text alsoprovided in the annex)

In addition and based on the recommendations received after the final project rethesv,
document includes the following two annexes:

1 Recommendations for successful European Converged Mediech are published
on the NEM Initiative website and communicated to the community members

1 Recommendations for NEM Initiative’hich have been comumicated and discussed
with the NEM Steering Board
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Following the intention to launch a wide community discussion and involvement on future of
social media, the Vital Media project and the NEM Initiative issued a corresponding Call for
Action in (Sumer 2017), which is presented in this section.

¢KS bSg¢ 9dzNRPLISIY aSRAI 6b9aov LYAGAIFIGAGBS AA
CdzidzZNBE 2F {20Alf aSRAIFIET 2LIRNIdzyAdASa FyR C
large, needed researcland innovation actions to achieve the Vision, as well as required
activities in standardization, regulatory, and policy arenas.

What is and how will the future social media look like, how we are going to get there, and
what has to be done to enable the fué Social Media? Probably the largest research and
innovation community of in area of media and content in Europe organized within the NEM
Initiative will elaborate inputs to answer these questions within a coordinated action among
the community membersral beyond, which will be supported by the Vital Media project of
the Horizon 2020 EU research and innovation program.

- Initiative ——> Cm _—
L B

NEM Executive Group

April 17° NEM Summit 2017
Program Committee
“y
r T ’
on Social Media ’ "? '
July 17* «  Accepted contributions Call for
* Invited speakers i
Action
“y

Summit program _
Aug./Sep. 17' Vision on Social
Media from NEM
Steering Board

ey
Community
NEM inputs

November 17° Summit
2017

CEVEREEECEE ——— > Announcement —————3>
NEM Steering Board

Warch 17° NEM General Assembly

May 17°

* Social Media session(s)
+ Discussions, panels, ...

October 17-

[ Future of Social Media Definition of activities for 2018

the White Paper o | & NEM Steering Board

Elaboration of selected social media aspects January - May 18"

Publication: Enabling et 19
Future Social Media ITAL MEDIA

Figurel: Toward Future of Social MediaCall for Action / time plan

To do so, the NEM Steering Board alre@gdg NJ SR 2dzi 'y AYAGALFf @Aa
{20AF+f aSRAIFI¢Z GKAOK gl & RAAOdzaaSR 6AGK | f
the European media landscape interested to particiggtgurel). At the NEM Summit 2017,

the 10" edition of the NEM annual conference and exhibition in Madrid, Spain, on 29/30

‘
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November 2017, theliscussionwas further enlarged through a number of presentations,
invited talks, and open discuss® Results of this activityas beenrsummarized ira white
papera ¢ 2 g NR&a (KS C dzilemNhg the2nexk steps tavarésitHe duture of
social media, including required research and innovation activities in the next period to
achieve the defined goals, as well as related standardization,atyyl and policy actions.

The white paper providea base for further detailed elaboration of all these aspects which
has beerdetailed in due course throughout 2Q18

This activitywas not limited to NEM Initiative and its members ahds beenopen for
everyone to participateVITAL MEDIA invited anyone wivanted to beinvolved in this
activity, having any ideas or information on this aspect to share contribute,contacing us
at contact@nemnitiative.org.

2.1 Background

Social Media used to be defined as a set of compuatediated technologies that facilitate

the creation and sharing of information, ideas, and other forms of content and applications
via sacalled virtual communities taking advantage of aieon network and communications
infrastructures. Social media uses weaised technologies to create a variety of interactive
platforms through which individuals and communities can share, create, modify, and discuss
different types of information and digit content which is available in the global Internet
landscape. The most popular social media established today are Facebook, Instagram,
LinkedIn, Twitter, Viber, WhatsApp, Snapchat, WeChat, YouTube, a number of related
services applications provided by Gipe, etc.

It can be stated that during last ofieo decades the social media applications introduced
significant changes to way people communicate, as well as businesses, and more over entire
communities organized through common interests. Moreover, teeent developments in
Internet and communications technologies, media and entertainment sectors, as well as
many other spheres of professional activities and life show that social media becomes is a
standard part of different services and applications wéfeto people through a variety of
communication and consumer devices; computers, tablets, smart phones, smart watches,
etc. Furthermore, saalled classical media services, such as broadcasting and even
OGN RAGAZ2Y I E  aLI LISNE 0 arfreducvidSard usilg varibis sodia? NB
media technologies, to improve the overall user experience and further extend their offers
and businesses.

Just few examples from everyday life: State of the art TV channels are providing additional
information and featwes (e.g. interactivity) by applying the social media technologies;
Nowadays when organizing a live audience event (sport, concert, etc.) it becomes a must to
use social media in different ways (to inform, to sell tickets, to guide spectators to the event
venue, to provide background information, to interact with the audience, etc.), Nowadays,
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we are searching by using different search engines and in the future we might get suggestion
on the search from the members of a broad Social Media community.

Finally the Social Media is currently being used to infer social behavior and derive
tendencies, in combination with the bidpta analysis tools. Its capabilities are tremendous
to obtain information about the acceptance of a new product or service, identificabi
needs, or even the determination of ways to influence particular social acts and events. A
practical example of the above ideas is the still open question of whether social media, in
combination with bigdata tools, influence worldvide elections onot.

Furthermore, a concern about digital competition is acute in Europe because quite often
digital markets and the Social Media platforms are dominated by few, big and foreign
companies, accumulating volumes of exclusive operating data on their platfamds
services and using it as the raw material for artificial intelligence or machine learning could
have an insuperable competitive advantage over new entrants. Users gain good services,
and often free of charge, from such platforms but there are alsoespotential drawbacks;

e.g. using a predominant position to collect data (even improper), keeping that data
exclusive in order to maintain monopoly power, which even might obstruct further
innovations and creation of new ideas, or using it to prevent qustoto change the
platform providers. Therefore, from the competition point of view it is also desirable to
ensure Personal Data and Profile Portability in the future Social Media services.

We cansaythat in the near future it will be more and more diffigt to distinguish among
traditional media, if we may say so, and social media. Where is or will be the border
between traditional media and social media (e.g. shift from diihe to on-line media) as
well as the border between social media and any fututgpe of service or application, or
will there be any birders in the future?

What is and how will the future social media look like, how we are going to get there, and
what has to be done to enable the future Social Medi&he ofthe largest research and
innovation community in area of media and content in Eurgp@ganized within the NEM
Initiative, elaborating inputs to answer these questions within a coordinated action among
the community members and beyondstrongly supported by the Vital Media project
delivered two publications related to Social Media.

‘
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In order to support the call for action presented above, spread awareness on the ongoing
activities among relevant communities in Europe, and ensure community feedbackjtal
Media project performed dedicated actions in promoting the activities and gathering
feedback for planned publications on the future of social media.

3.1 Events organized by EC

A concertation meeting with representatives of all active projects intfexlia area was
organized by EC on subject @bllaboration Towards the Future of Medva 17 October

2017 in Brussels, where the Vital Media project was represented by several team members
to participate in parallel sessions and be able to interact witfedint projects, promoting

and discussing issues related to the future social media.

Vital Media representatives also participated at the Msltakeholder conference on fake
news, organized by EC on 13/14 November 2017 in Brussels, in order to gatier fur
inputs for project documents in creation at that time. The Vital Media also captured
discussions from the conference and provided a report to EC on it, which is presented in
Annex A

3.2 NEM Summit 2017

Social media relatedopics were emphasized in the program of the NEM Summit 2017
conference, organized by the Vital Media project in Madrid on 29/30 November 2018. The
{dzY YA G LINPINI Y Ay OfTaeaklRhe Futudk biSockallMediaa S & K S RE b
Call for Papers has beéssued, looking for contributions from broad interested community

on technological, organizational, and regulatory aspects of the social media. Furthermore,

two key-notes were included in the opening NEM Summit 2017 session:

T a2KId GKS C g and yeHWng Ysocidl Imgdiaf cbntent, Jochen
Spangenberg, Deutsche Welle

1 A new and cooperative approach to combating «fake news», Kristoffer Egeberg,
Faktisk.

4’ 13/ 108
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, Four papersamong several contributions ceived from the Call for Papers, were selected
for presentation at the NEM Summit 20Xkpecial session on social mediacluding an
additional keynote:

1 Keynote: Algorithmic Biases in Social Media, Krishna P. Gummadi, Head, Networked
Systems Research Group, Max Planck Institute for Software Systems

1 NewGeneration of Social TV, lago Soto, Quobis Networks SL

1 Evaluating different presentations of televised football on TV, for-lkésituations,
Doug Williams, BT

1 Engaging people to citizen journalism, two use cases, Karim Dahdah, VRT

1 BigFootg¢ How big isyour digital footprint?, Kevin Koidl, Trinity College Dublin /
ADAPT Centre

3.3 Other events organized by Vital Media

The Vital Media project, as organizer of the NEM General Assemblies (collocated with the
project workshops), have been including topics onous aspects of the social media in the
General Assembly programs, to encourage related community discussions and gather further
inputs for its activities. Thus, already the program of thé® 28EM General Assembly, in
Brussels on 11 May 2017, includegrasentation, followed by audience discussion, from Mr
Paolo Cesarini (Head of EC Unit IMledia Convergence & Social Medi&)y/ Sodial media

and new forms of cooperation across content and creative industri@s

At the 24" NEM General Assembly (Madrid® Rlovember 201% collocated with the NEM
Summit2017 = G KS LINE ANI Y Tawaro Fulake $RSodial Medzdhe NEN G
White Paper: presentation, open discussion, endorserfientoderated by Halid Hrasnica
(Vital Media), where he presented currestatus (atthat stage) of the community White
t FLISNI a¢26F NR CdzidzNBE {20AFt aSRAIFE |yR Tl OA
participants:

1 Paolo Cesarini, (European Commission)
Andrew Perkis (NTNU)
Mike Matton (VRT)
Jovanka Adzic (Telecom ltalia)
Naima Camara (Digital Catapult)

= 4 4
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At the 258" NEM General Assembly (Brussels, 30 May 2018), a sessi@yoressags, have
been organizedwith moderation bySilvia BoiVital Media project and with the following

two key-notes:
f 2KIFGQ& ¢ NPy 3 Kasséssirg fthe 8npaitSok fakié yews on social mexijia,

Giovanni Zagni (Pagella Politica)
1 Aurtificial Intelligence, Image Analysis and Retrieval for the Creative Industry,

Giuseppe Amato (CNRSTI)

In addition, one of the Vital Media cluster events, orgadine the scope of WP2 by Digital
Catapult in Dublin or27 April 2018(as reported in details in the Vital Media deliverable
D2.3), included am LISy / Ftf FyR g2NJ] akKz2Ll 2y & CdzidzNB
througk | RGIFYyOSR RAIAGIE GSOKy2f238¢ o
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As result of the community activities launched and facilitated by the Vital Media project, as
LINBaSyGdSR 02@Ss Towsds buduee of2SechliMBdiat K LIS NG SISy A aa
December 2017. The White Paper, whickrisated by editorial support and (among others)
contributions from the project partners is summarized below and includedrinex Bas

well as provided on the NEM Initiative / Vital Media website

As a followup of the activities resulted with the publication of thé¢ KA G S t F LISNJ a¢ 2
Future of Social Mebié¢ = GKS +AdGlIf aSRAF LINRP2SOG Ay O2;
worked out several aspects identified in the White Paper and presented it within a
LJdzo £ A OF GA2VidzBYy H @IOA¥ A @&RAI ¢ O2YLX SGSR Ay
Annex Gand publishedn the NEM Initiative / Vital Media website

Summaries of both publications are presented along the following two sections.

4.1 White Paperda éwards the Future Social kdiaé

This White Paper elaborates on several aspects of the future social media by providing
relevant service and application scenarios and by deriving corresponding requirements and
needed actions on policy and regulation as welba research and innovation in the area. To
note, although the inputs and requirements covered in this document are not exhaustive,
we consider that it is already possible to identify a number of needed actions to enable a
future European social media afach around the following main areas:

W Data protection

W Trust

W New areas in the social media

w Business and cooperation models
w Education

The white paper includes also selected future media scenarios, a deeper elaboration on
requirements on policy and regulaih as well as elaboration of needed research and
innovation activities for the future.

4.1.1 Data protection

Protection of individual user rights

wS3dzt F i2NE AYyGSNBSylAzy akKz2dZ R FAY G2 LINRIU
encouraging technological innatton and marketdriven business development. The

‘
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General Data Protection Regulation (GDPR) , which comes into effect on 25 May 2018,
represents an important step for personal data protection. It takes into consideration
privacy issues emerging from socmkdia and requires the collection and processing of
AVRAGARdAzZr £ aQ RIFEGF AYRSLISYyRSyGte FTNRY (KS
Moreover, the recent proposed revision of thepevacy Directive adds further privacy
obligations for electroniccommunication services and networks. To ensure both legal
frameworks support consumers as well as business innovation and growth, close attention
should be paid on the coherence of them and on the avoidance of regulatory irregularities.

Data portability ard competition/monopoly issues

Concern about digital competition in social media is acute in Europe because quite often
digital markets and social media platforms are dominated by few, big and foreign
companies, accumulating volumes of exclusive consuméa da their platforms and

services. A monitoring of the market is needed in order to evaluate the existence of

LINPOfSYad 2y O2YLISGAGA2Y 6A0GK fAYAGFGAZ2YE 2V

data as the raw material for Al and ML could have resuperable competitive advantage
over new, European, entrants. Therefore, from the competition point of view it is also
desirable to ensure personal data and profile portability in any future social media and other
type of similar application or services.

Management of user information and portability

It will be of great benefit for the development of the market, for competition and for-end
user value creation to have effective ICT tools, protocols, frameworks, APIs and systems that
can help businesses andonsumers to declare, enforce, control and report on data
management, and wider aspects of GDPR implementattonendorse and stimulate good
practice and also to identify malpractice. Implementation and interoperability across social
media providers shad be considered in order to facilitate convergence between social
media platforms and to unlock possible proprietary features, enabling data portability.

4.1.2 Trust

Regulation in social media

We consider that it is the appropriate time to start exploring aleveloping standards and
regulations that apply to a range of aspects of social media. As well as regulations specifically
F LILX AOFo6fS (2 LISNB2YIf RIFEGEFX NB3IdA I GAz2y 27
also growing in interest and need. Wever, instead of a strong and centralised regulation of
social media / the various aspects that it comprises,-iggjtilation and/or application of
standards among platform providers, media organisations, technology providers, content
creators etc might & more effective. Regulation or at least a strong regulation might not be

of help and could damage free press, freedom of speech and wider democratic principles
and processes.
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Ensuring trust and diversity

Besides the regulation measures discussed ab@+establishment of trust in organisations
distributing/providing news media in particular, is crucial. Where levels of trust in
320SNYYSyda FyR UONIXRAGAZ2YIE ySgad YSRAIF A& FI
sources increases, the likes ottEhook, Google, Twitter and YouTube need to play an active

role in ensuring that the information and sources provided on their platforms, and that they
WIdza KQ G2 O2yadzYSNAR GKNRdzZAK Ff32NRIGKYasZ Aa
objective alg8 o6 SAy3a (2 oFflyOS LIS2L SQ&d AYRADARdZ €
with educating them, challenging their perspectives and enabling them to understand how
algorithms play a role in the content they see/search for.

Social media tools

There isa need to improve social media technologies, in particular-éaeicking tools, and
develop new solutions and processes. Furthermore, reputation tools for ranking news
publishers/distributors (based on trust, good practice, high standards etc) that publish
content on social media platforms directly (as opposed to news articles and links being
shared by/between individual users or interest groups) should be put in place also. This
ranking should be based on agreed standards and/or policies that news
publishes/distributors are working towards, and be transparent, authentic and regularly
Y2YAU2NBR® 94LISOAlLffe 6KSNB !'L IyR a[ | NB
transparency, there will be claims of bias and censorship from different contentip@&. NE& £

(@]

4.1.3 New areas in social media

From the beginning of its existence, social media at large has evolved in various and not
always predictable directions. Thus, new social media services and applications have been
continuously established and deployed atigbre is no sign that this trend will stop in the
future. We can expect a number of developments that will result from not only regulation
and standardisation (as mentioned above) but also from innovation in content production
and digital technologies.

Asan example, in comparison with the social networks of human beings there is a need to
consider a notion of social relationships among thiggSocial 10T¢ making devices and
objects not only smart or connected but also social. Here, several differenhdémies

need to be studied and integrated and further researched in order to understand how
intelligent and social things can impact social media.

Distributed ledger technology (e.g. blockchain) is also paving the way for a new approach to
social platforns, offering efficiency, privacy, and security for content producers and
distributors as well as endsers. Not only can blockchain be used for enabling the design
and exchange of cryptocurrencies and digital micropayments, but also to enable smart
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contracs. Whereby decentralised licensing systems can be used to enable a producer of
content to track usage and define the terms under which it will allow its conterfbeto
published by a third party.

4.1.4 Business and cooperation models

New and innovative social med models such as those exploiting distributed ledger
technology, are probably the best mechanisms to ensure trust of various sources,
democratic principles and processes, and diversity of content to prevent domination of
particular world regions, societse opinion makers, etc. The European Commisiioded
D-CENT project being one recent example of collaborative decentralised social networks
using blockchain to increase and reward user participation, and enhance trust and privacy.

New models related tasearch of information

Most web search engines are commercial ventures supported by advertising revenue and

thus some of them allow advertisers to have their listing rank higher in search result for a

fee. These practices are more and more rejected by eseraibecause they will get the

results that are the most profitable for the search engine and not the actual best (most
relevant) result. Therefore, we need to consider what the role and relationship is, in the
future, of advertising and new forms of adé€& & dzOK | & WONRLII2 F ROSN
and search personalisation.

Business models for publishing in social media

The economic model of highdz f AG& 22dz2Ny I fAayYy Aa Ay RIy3aSNE
professional journalism, and lets enoughbom for alternative information gathering and
publishing in the media arena, which is frequently (not always) used for spreading the fake
news. Thus, there is a need to invest more in journalistic resources and provide additional
funding for the area. Fthermore, social media business models are based on attention, so
GKFG GKS a20AFt YSRALF LI TFTGF2N¥Ya FNB YFAyfte A
visits, clicks), whereas the available content is secondary. Therefore, there is a need for
alternative business models for social media, which might be imposed by corresponding
regulation measures. The challenge is to ensure competitiveness of the proper social media
platforms, as news providers, versuscaled fake news/website factories.

Collabaative live production workflow

These higHevel requirements mandate a close collaboration between the owners and
stakeholders of the various involved realms, i.e. advertisement agencies and networks, the
providers of social media technology, the techrmplo providers for the clip
rendering/creation, the owners of the distribution channels and, finally, the broadcast
organizations themselves to integrate and enable the workflow in their live productions.
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415 Education

Education and promotion of media and neviterlacy among social media users will play a
significant part in reducing negative impacts of social media, such as the creation and
sharing of false information, hate speech and online bullying. Media and news literacy
interventions should be introducedceoss a range of places/opportunities including school,
the workplace, libraries,and community and charity schemes and even by content
publishers and distributors themselves.

42 tdzotAOFGAZ2Y a9yl ofAy3d Cdzi dzNB

As presented above, the Whitaper published in December 2017 identified several aspects
of Social Media, where specific actions are needed to be performed by overall European
media community, in order to move towards the future social media. In the publication
GOYIlIofAy3d LIMANINS ¢ Wdhdviouslyideptified aspektSisted below,

are further elaborated, providing concrete ideas o theeded approach in the future:

1 Data protection

1 Trust

1 New areas in social media

1 Business and cooperation models

The Vital Media prgect and the NEM Initiative consider all the four aspects presented

above as crucial for future development in the social media, in particular in the European

social media landscape, where obviously there is a need to increase level of activities
needed toget into a position to become a significant player in the wonldde social media
ecoaadsSyYy d GKS al YS dlobatptyers bra alréadlySictiig2 Rl @ Qa Y I

Note, that education and media literacy, in relation to the social media, are alsofiddriti

the above mentioned White Paper as important aspects to be considered, but the related
actions are not seen as focus of the activities to be performed by the Vital Media project and
the NEM Initiative at this stage of discussions. A correspondedjariiteracy expert group
tackling these issues has already been established by the European Commission, to discuss
the related matters in details.

In this publication, the data protection issues are handled by considering processes for
management of usedlata and options for ensuring data portability in social media. Ensuring
trust in the social media is considered through elaboration on possible solutions to
implement efficient facichecking toolsand impose appropriate regulation means for the
sacial malia. Social 10T, as specific kind of the social media intiere is elaborated,
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followed by a consideration dfusiness models and collaborative workit® for the future
social media

4.2.1 Handling user data

¢2RIF&Qa {20AFf aSRAIl LI ditionFt@ Nd"er exiloit@ser datk S R 2 Y
economy in the datalriven society, creating new services and business opportunities based

on Big Social Data collection and processing, Artificial Intelligence (Al) and Machine Learning
(ML) technigues in combination tli Internet of Things (Social 10T). Some fundamental and

critical aspects are already identified

w Transparency, Privacy and User Data management;

w Users lockn situations due to market dominated by a few big platforms providers;

w Huge volumes of exclusivegBSocial Data accumulated and used as the raw material
for Artificial Intelligence and Machine Learning as an hardly superable competitive
advantage over new entrants.

For some visionaries Social Media are already old and will disappear in the futarkitdie

of Social Media is not about posts, mobile apps, Social Media platform pages, but it is about
CyberPhysicalSocial Hyperspace where meeting someone and being able to see and know
all the events that concern her/him, thanks also to new wearableighs. Users will
continue to provide photos, videos, opinions, routes in cars, all various information about
their livesin a searchable database: they will be completely transparent, and with a Digital
Identity. This could be seen as a sort of the Didiestorical Identity: digital trace of our
existence as a consultable unicum. Obviously, a system of superior privacy and user data
management will have to be established. Europe is becoming a sort of leader in this field
with General Data Protection Régtion (GDPR), a robust set of requirements aimed at
guarding personal information and reshaping how organizations approach user data
protection and management.

It is quite clear that a sort of crossroad for Social Media platforms are coming: they age goi
to become an even bigger and more powerful CyBlysicalSocial Hyperspace, a place for
further societechnological disruption, or they are going to have their position limited by
new requirements and regulations coming from governments.

Personal datananagement is one of the key issues in order to give back the power to the
end users. Several solution are possible, they need to be investigated further in order to
build a powerful sustainable manner to manage personal data. For that purpose, one of the
first needs is the personal data set standardization which should be used to ensure access
and portability of personal data.
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4.2.2 Ensuring trust in social media

As the factchecking tools are of a high importance in the social media networks as a mean
to compact spreading of disinformation, so called fake news, it is necessary to elaborate
possibilities to improve already existing tools but also perform additional research and
develop new facthecking tools, which should be applied in the near future.

Thepud AOF GA2Y a9yl ofAy3d CdzidzZNE {20AFf aSRAL €
fact-checking tools of the future, by applying the newest technologies and processes, as
follows:

1 Machine Learning and collaborativiyarithms to detect fake news
Contentbasedanalysis to detect fake news

Text, including Natural Language ProceséNid) in a multilingual environment
Image analysis based algorithms

Video analysis based algorithms

Provenance and trust analysis forvmepropagation identification

E N

For all trese methods, the publication identifies current status of technology (state of the
art), related ambitions to improve the existing and develop new methods, as well as
innovation potential for all identified methods, as summarizes below:

1 Tounderstand how ¢ translate gathered data into new knowledge involving diverse
datasources and complex techniques

1 To be able toidentify fake news sources according to similar contents previously
identified, including dditionally, hybrid approaches such as weighted coration
and feature combination

1 To develop NLP baseddchnologies helimg to predict chances that a particular news
item is intentionally deceptivdgased on analysis of prewsly seen truthful and false
news

1 To enable and establish aovel market for fogery detection in media and
multimedia for both image and video based processing

1 To develop Modebased Collaborative filtering algorithms.

Another mean of establishing trust in the social media is application afaked sel
regulation, which is consated as the most appropriate solution for the social media. Here,
the most challenging issue is creation of an independent and efficienregplfation
mechanism and its bodies for the social media at international level, including its funding
which shoull be mainly but not exclusively provided by the social media platforms.
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4.2.3 Social loT

Internet of Things (IoT) is already a reality, but itmierely atthe beginning of a social,
economic and cultural transformation. Basically 10T could revolutionize ourepbion of
the world and how we interact with it.

These advances will enable us to develop our capabilities further but posting new challenges
to our society and how we relate to each other. New gadgets, devices, apps are continuously
coming to the markt that make our life, work and daily tasks easier. We already have smart
homes managed by devices with artificial intelligence. This will also produce new ways of
expressing our creativity extended to culture, leisure and art.

Social 10T will generate rsgrgies between devices and people thanks to the information
they exchange. All this devices generating and exchanging information will impact how we
work and communicate with friends and relatives and how we spend our leisure time. The
evolution of the Soial IoT is about transforming our lives and spaces into a Biogsical
Social Hyperspace based on the continuous flow of enormous quantity of personal and
sensitive data.

4.2.4 Business models in social media

The concept of modern Internet based economy ifyirgg on the fact that the online
available information is abundant and its consumptistairgely free of chargé-urthermore,

the most business models applied by the social media platforms tadapased on end user
attention which offers opportunities for disinformation to be easily crested and spread
across the social media networks and platformikerefore, there is a need for alternative
business models for social media, which might also be imposed by corresponding regulation
measures

To get on speg with the newest media developments, the news publisher should directly
use the social media platforms and all their features for distribution of their content. It does
not necessarily mean they have to establish own social media platforms. Linking,
coopeating with existing and new social media platforms, including epts$orm news
distribution, is a must together with investigations, including needed research and
innovation activities, on possible business and cooperation models of the future, wilich w
better suit the user needs and be robust against disinformation in the modern digital society.

On the other hand, @anverting massive amounts of data into actionable insights means that
algorithms become a new competitive advantage and will prove teddral to the next
wave of economic growthTherefore, ve need a program that succeeds in limiting these
concentrations without compromising the technological innovation and development.
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The Vital Media project and the NEM Initiative agreedspring 2017 to perform a set of

activities, in order to engage the European media community and involve its members in
discussions about future of the social media and possible European role in the global social
media arena. To do so, a Call for Actidmas been issuedeeking for contributions and

actions from the broad European media communigrgeting publication of a community

2 KAGS tIFLISNI a¢c2g6l NRa GUKS CdzidzNE 2F {20AlFf as

This activity was supported by discussions organized by the Vital Megjecpat various

occasions as well as organization of a special session, including relatedt&sy at the

NEM Summit 2017. The resulting White Paper was published in December 2017 and was
used as a base for a deeper elaboration on topics identifiethenWhite Paper, leading to

GKS FAYLFf Lzt AOFGA2Y FTNRY GKS +AGlFf aSRALF |
June 2018.

Data protection trust, new areas in social mediaand related business and regulation
models have been identifieés crucialfor future development in the social media, in
particular in the European social media landscapeich needs to become competitive with
the 2 Rl & Q aobaY playefs irdthe areaFor this purpose, a number of activities,
technological, regulatory, orgézational, etc., to support further development of the
European social media are detailed in the mentioned white paper and publication and
summarized along presentation of their main outcomes within core part of this document.
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ANNEX A NOTES FROM MULSTAKEHOLDER
CONFERENCE ON FAK®WS

The Multi-stakeholder @nference was organsed by European Commission as part eof
series of discussions and activities on the challenges postfdksy news andthe spread of
disinformation online in the rapidly ewdhg digital news media landscape. The objectfe
the initiative is to help the Commissiondefine the scope ofthe problem and reach a
consensus on the state of the play and needed future actibased onwide and open
consultationswith relevant stakeblders in Europe and worldide.

The purpose of théviulti-stakeholderConferencewasto obtain views and inputs from the
full range ofprivate-sectoractors, including online platformsnd mediaas well asacademic
and civil society orgasations. Theagerda for theconference wass follows:

A.1 Agenda

Opening and introduction

1 By Mariya Gabrie European Commissioner for Digital Economy and Society, and
Paolo Cesarini, Head of EC unit I.4: Media Convergence & Social Media

Panel 1¢ Fake news and disinformationnline ¢ the definition problem
Panel 2¢ Current initiatives to counter fake news and their effectiveness

Panel 3¢ Future actions to strengthen quality information and reduce the spread of
disinformation online

Closing
1 By Giuseppe Abbamonte, Direct®@G Connect, Directorate MgdiaPolicy)

A.2 Opening and introduction

The conference was oped with a speechby Ms. Mariya Gabrie European Commissioner
for Digital Economy and Socidtiynk).

Mr. Paolo Cesarini, Head afnit, DG Connedt4 (Media Convergence & Social Mexlia
welcomed participants and encouradjthe audienceo participate in the discussions.

Mr. Cesarinbegan by notinghat the issue of fake news, or false neasd information, is
not new but hasexisted for centuries However,new communications technologies and
developmens in the digital medialandscape such as the risef the social mediamagnify
the impact of fake news. Therefore, fake news now presentstanbal potential harmsto
citizens in Europe and around the woddd tomodern democratic societies.
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He pointed outthat fake newsmay consist omisinterpretatiors oftrue facts and desnot
necessarilyrepresent illegal contentWhen illegal contact isot present, the meando
combat fake newsare more limited.

Mr. Cesarinioutlined the consultation processnvisagedoy the Commissionwhich starts
with this Multi-stakeholderConference and will be followely a series of events, including
an EUMember StatesWorkshop, a meeting othe Media Literacy Expert Groupnd the
convening of eHighlevel Expert Group. In addition,paublic consultation processas been
launched, wherby citizens and legal entities are invited to provide their opinions,
suggesions, and ideasia online questionnaire.

The results of the consultations will be consideieda Communication byhe European
Commission, which is planned to be issued during second quarter of 2018.

A.3 Panel 1¢ Fake news and disinformation onlinethe
definition problem

Vincent F Hendricks (University of Copenhagen)

Fake news can be defined as a bundleimforrect facts and information combined with
standard journalisticconventions, which is distributed through dedicated channelt
targeted audience

Nowadaysas social media channglmake available increasingly larg@mounts of content,

usersspend less time digeisig particularnews stories. At the same timarticles and other
information are presentedin a more compressedorm. In this landscag, users cannot
devotethe attention necessary to distinguighue information from false information Thus,
rumours false statementsand incorrector distorted facts ¢ fake newsg find a perfect
environmentto be acceptedas true

The social media busess model is based on uskattention, which is a limited resource
The more social medi@ngageusers' attention the more advertigg they can sell.Users
attention is measured by visits and clickhich are driven by readers' emotionst follows
that content which mobilises sentiments like anger, fear and indignatigmevails over
content which does natThe real customer of the platforms is the advertising industing
end userandtheir data are the product that platforms sell to advertisers.

The fake news problem can be seeraaalogous tahe subprime loansrisis. Each involves
inefficient markets. Thenarket for information is fundamentally neregulatedand itis not
efficient, as it allowdad informationto prosper. Unintentionally,the market hasreated an
environment forthe efficient creation and distribution of fake news.
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There isa need forall relevantpublic and private actorsworkingin collaboraton andwith
open minds, to address the problem of fake news.

LisaMaria Neudet (Oxford University)

It is very difficult for the end users tdetect fake news, because it usuallyoks liketrue
information.

We all have different understandings of whaake news is. Ithas been identified aga main
tool for negatively influening democratic processes around the worldgludingelections,
referenda, and other political decisions.These caseshave beendiscussedextensively
However, fake newalsoaffects other areas amportancebeyond politcs such as medicine
and scienceard other topics in daily life. Overall, thetention isto manipulate

Fake newscan indeed bea part of wellprepared propagandactivities Such activities are
not unique to today'ssocietyor to social media. However, social medigjich closely track
ua S M&haviour,facilitate niche targeting and thus increase their impact. Moreovefast
developing digital technologies allawuch easiecreation and distribution of fake news and
act as enablers. For instance, during @18 USelections,for every pece of professional
content shared, apiece of fake contentvas alsoshared.The latestEuropean elections
showed a lowerlincidenceof fake news. However according to a Oxford University study,
during recent election cycles3%of social media contenih the UK and 25% of social media
content in Francewas fake newsMuch of this content was indeed actively shared by
thousands of automated accounts.

To cope withsuchproblem, fact-checking is not enough. The sheer amount of false news
articles, and the tima scale requiredo find and remove fake news and false informatisn
too long to ensure proper reaction.

However, we should also acknowledge that most of fake news stories spread through
organic reach, meaning that the majority is actively shared bysyserd not imposed upon

us. A study by the University of Columbia shows how fake news directly uses the human
attention logic, using elements like outrage, humour and sensational information that
confirm our opinions and biases. Social networks are dedigmeonfirm our biases, as they

are optimised to give users what they are interested in.

Fake news is closely interlinked with advertising, content monetisation and human attention
logic. To solve this problem, we need to look at the scale, the dynamdcshe ecosystem
for each of the various different forms of fake news.

Giovanni Zagni (Pagellapolitica.it)

Theapplication of publisher standards and sedfjulationby platforms, journalistand other
actorsmay be more effectiveat addressing fake newthan centralised regulation of social
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media At present the social media platforms dwot take on publisher responsibilities, but
this perspectiveis changing.

Accordinglythe efforts of EU and the Member States to cope with fake netwsuldfocus
on educationin media and news literacy as well as development of tools to ddtde news
and removat from social media platforms.

Current discussimof fake newsfocustoo much on political issuether areas, such as
medicine and science, are seriouslyected by the fake news as welln additionto well
organsed fake news campaigns, false statements are also randomly distrilmrtesbcial
media and in some cases can have the same negative impact

Furthermore, social medidoes not createfake news a suchbut isused as a meanto

distribute it. Themotivations forprodudng and distributng fake newscome from citizens'

perceptiors of political processes andventsin society at largeSocial mediapens doors

for the dark sids of the society to spead propaganda.CA G AT Sy & Qs dfJS NO S LJ
contemporary problemge.g., globalsation, migration, wars) and the psychology behind

such perceptionsnust be taken seriouslyit isnecessaryo establish a citizerigront against

fake newspased onwell- informed users of social media.

Deborah Nash (Teneo)

The social media end usdxgically do not go on social media to lofwk fake news; theye
just looking for informationFake newseacheshem, regardless of whether they are atite
recognse it as fake

Fake newss not illegal as such but may incluilegal content lllegal content is subject to
well-establishedegal measures and regulatory measures, including the following:

1 Defamationlaw

Intellectual property law, includingopyright

Rules agaist cyberbullying/harassment

Press codege.g. holding media outlets accountable for false claims)
Hectoral laws

= =4 4 A

Legal action against fake newstails various shortcomings:

1 Only individual casesre addressed
1 Processes are slow and lengthy
1 Jdurisdictional issues may be raised
1 Root causes are not addressed

Laws targeting fake neswalsoposerisksto freedom of expressionOther actions that might
reduce impact of fake news includgeedia literacy actiongo encourage critical thinkingnd
the enforeement of community standard for platforms and ethical standard®r media
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Improving thereputations of established brands might reduce the marklet fake news.
Players in the ecosystem must work collaborativatytheseobjectives,with the support of
the EU.

Ben de Pear (Channel 4)

Currently, clickbait websites and Facebook make a lot of money out of fake news, which is
easy and cheap to produce and distribute. By contrast, Channel 4 and other professional
media outlets spend millions to produce highaity content and operate distribution
channels.

Therefore, there is a need for alternative business models for the social naedia
correspondingregulatory measures.The challenge is to ensuthe competitiveness of the
social media platforms as news prdersversus secalled fake news factoriesvhich exist
even withinthe European Union.

Duringthe Brexit campaigrthe regulatorrequired Channel 40 give 50/50 coverag# both
the Remain or Leaveamps, leavingho possibility toweigh in on the merits of their
arguments The result was that viewers were confused thg coverageand didn't know
which argumentgo believe. Fake newdilled the vacuumwith appeals to emotion.

Media companies are subject to regulatjomhile the platforms,which are monoplies,are
unregulated. Thig a problem for our democracies

In addition, fike news, as the Macedonian case demonssateften use copyrighted
material. Facebook doesn't do enough to protect copyrighhese cases.

Main issues, questions and statemés from the audience:

Contributions from: Jakub Klanski (EEA®ascaline Gaborit(Euractiv), Giga Turk
(Univeristy ofLjubjang, Aiden White (EJN), Giovanni Melogli (ABJgnis Teysso@Agence
France Press

1 What tools are available for addressing tbeeation and distribution of the fake
news¢ what tools do we haveand how can we improvehem, considering that
some channels whichspreadfake newsare not publicly accessibl@ike email
chains, Telegram, Whatsafp)

1 How should we target amplifiers on@al media?

Panel reaction

o For amplifiers on social media, the tools currently exist, but we are not
making sufficient use of them. Some publishers, for example, have tools
such as NewsWeb that track the spread of their storiesli® datamight
alsobe exploited to trackrendingfake news

o Debunking is a tool. However, it must be considered tBsease
whether debunking is effective
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1 Howcanthe process for removing fake news (and other dangerous material, e.g.
hate speecl) be improved to react ineal time?

1 The current mbalance in the sharing of advertising revenues is pushing
professional news outlet’to embrace some characteristics of fake news (thg.
useof sensationaheadlines to attract viewsfor every advertising dollar spent,
Facebooland Google take 85 cents.

1 One of the main points i® re-build trustin mainstream media. This applies
both social media and journalism

Panel reaction

o In some countries, trust in media is actually at artiede high. However,
on social media pgae are likely to trust the friend that shared the article.

o Is fake news the problem or is it the manifestation of deeper problems?

o0 There is a need to establish editorial standards for providing reews
social media, similar tthe publisher standards thatlready existing for
establishednedia

o Both Google and Facebook already have editorial standards. Are there
common denominators by which we can work together?

o Copyrightaw should be used more often to addrdage newswhich
incorporates copyrighted matial. We should take away the financial
incentives for the Macedonian teenagers and others to spread fake news.

o _Ifthe existingplatforms restrict freedom of expression, then other
platforms will be established. Thealanswer is media literacy

o Freedon of expression is not compromised, provided there is the
possibility of launching new platforms

1 Why are we still speaking of "fake news". It's a buzzword and | think we should
use "disinformation” to solve the problem.

1 Patforms are not prepared to takeeditorial responsibility for content.
Governments will therefore need tiotervene and force them tdo so.

Panel reaction

o0 Media literacyis key. Alsprofessional medianust reconnect with its
audiences

o0 We need to be careful with giving editoritoices to platforms.

o The market of information is neafficient. Before addressing legislation
we need to speak of corporate social responsibility.

0 We need to be careful with easy answers. Fake news is a manifestation of
deeper problems.
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A.4 Panel 2¢ Curent initiatives to counter fake news and their
effectiveness

Jon Steinberg (Google)

Mr. Steinberg emphased that the phenomenon of fake nevgoes againsb 2 2 3f SQa
to "organise the world's information and make it universally accessible and us€abgle
focuses its activitiesan continuously testing and improving its search mechanisms.

Furthermore, Googls news service defines clear criteria for third parties participatinigpén
serviceand doesnot take editorial actions on newsade availablewhichis accessibldgo
users through direct links to the news publishers.

Google is continuousheviewingand improving its policy on news search and publicabign
updatingGooglés indexing and ranking functions and through several related acti\sties
as:

1 The Digital News Initiativevhich promoteshigh-quality journalism

1 Provision ofact checkdtags, not only for newbut also for searcesin general This
allows end users to further check received facts and néysonsultingappropriate
websdtes and social media sources

1 Following financial/ advertising flows around recoged fake news producers, with
aim of prevening the distribution of the fake news. This activity is supportedtivy
possibility for the end users to report false inforn@tiand the fake news.

1 Provision of the Google feed serviaghichallowsend usergo receive awide set of
information on particular topics of interest

1 Cooperation and training with publishers and journalists on fact checking.

Thomas Myrup Kristensen (Eabook)

Mr. Kristensa noted that the phenomenon of the fake news is not nelaavingexisted

sincethe dawnof news publishingwhat is new is the ease with which fake news may be

spread, including througkocial media. Faceboatontinuously takes actionotimprove
its service ands opento collaboration on this matter with all relevant orgaations.

Facebooksupports end users understanding of news posted othe platform by
providing links to related articles and informatiancluding factheck articks

Facebook also coopers with factchecking orgasations When a news article is
disputed,it is markedas such orthe portal but not automatically removed. Recoggd
clickbait headlines are also marked as questionable

Facebookalso follows up onfinancial flows from advertising at websitdbat are
recognsed fake news producers, withe aim of marking themas questionable sources.
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Facebook is cautious about policy and regulation that addresses news content, including
rules that require platforra to promote or remove specific content or dictate what content
people can or cannot share. This may affect freedom of speech and ultimately reduce
consumer choice.

Liz Corbin (Editor Reality Check, BBC)

Ms. Corbin presented experiences of a Reality Cheakn at BBCwhich is dedicated to
identifying and correcting fake newsAs part of a public news provider, theality Check
team strives to bempartial and serveits entire audience ando support decisiormaking on
true and false news without fear davour. The Reality Checks also operatesunder the
umbrella of freedom of speech and diversity of opiniomhich are very important
consideration wherdealing with fake news.

The presentationreviewed concrete examplesof fake news and followap from BBCs
AYAGALFGADBS a¢2IYRSNRB QFA 3 RINE Re

BBQalso provides training t@urnalists to cope with the problem of the fake news
Phoebe Arnold (Full Fact)

Full Fact acts against fake newsfagt-checking and following up with sources to correct
stop disseminating false information.

Full Fact workon re-establishingrust. It is aneutral organsation, supportedby multiple
and independent sources of fundins goal is not tareate opinionbut to help people to
make up their mindsvhen consuming different types of informationTransparency of-ull
Fact'sprocesses ikey.

Full Fact reguldy performs fact checkng for debates in the UK parliamentor some BBC
programmes, andor other occasionsrake news and false information are notlpmarked
but action is taken tomplement correctionsand to provide sidereferencal, confirmingthe
correctnesof news When possible, service is offered to journalists to check information
real time,at the moment it is received.

Full Fact iexplaing opportunities to apply artificial intelligence in tfect-checking process.
Furthermore, Full Fact is working identify information gaps on particular subjecasd fill
them by providing relevant andorrectinformation.

Full Fact is already worlg with other stakeholders, among them Facebook and Godgle
believes therea strong need for all relevant stakeholdeos a globalscale, to collaborate on
the problem of fake newsHowever actions shouldtake into accountcultural and local
factors includingspecifics of languages.
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Adrien Senecat (Les Decodeurs, Le Monde)

At Le Monde ateam oftwelve peopleis working onthe detection and correction of the fake
news. The largeamount of information toreviewis challenging foany organsation deaing
with fact checking In particulait is very difficult to identify all main sources of fake news.

A simple tookk DECODEXhas been developed to support this workidentifiesfake news
by fact checking and also finds linksstmurcesof false infemation spread online Thetool
alsoidentifies entries which might appeatio be false or fake newsut In factare not(e.g,
satire)

DECODEX capabilities can be easily includadost commonbrowsersas a plug-in. This
enables users to be notified wh they accesa sourcethat has been identified as spreading
fake news. (1000 sources, 150 fact check linked to 5000 stories on the internet)

Finally, Mr. Senecat emphasd that education and promotion of literacy among social
media usersnaybe the begs way to reducehe negative impacts of fake news.

Juliane von RepperBismarck (Lie Detectors)

Ms. von RepperBismarck discussed the mission of Lie Detectors, apnofit that trains

and sends journalists to schools to teach children about media ligeéraorder to provide
what technology, algorithms and debunking initiatives cannot do to contrast disinformation
online.

Typically the group organises sessions for children inlth&¢l yearold and 4-15 year-old

age groups. Childreshow a strong inteest in the subject, and evegoungeststudents

have some understanding of social media and concepts such abaticnd cybeibullying.

The sessions are illuminating for teachers as well. The group will be rolling out workshops in
Germany and Belgium

Ms. von RepperBismarckmentioned also that disinformation messages circulate also on
platforms different form Google and Facebook. She gave the example of a jpeg picture
massively shared through in Germany, using Instagram reporting false information.
Messages with such format are more difficult to detect and debunk.

Main issues, questions and statements from the audience

Contributions from: Gianni Riotta (Catchy), Christophe Leclercq (Euractiv), Marc Tuters
(University of Amsterdam)

1 Why there is stilsomuch difficulty in removingpate speech, especially images?

Panel reactions:

o The platforms havesigned upto a code of conducwith the Commission
Removing hatespeech and other illegal conteritom the social media
platforms is happening. The platin providers are getting better, but
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there is still room available famprovement in particularthe removal of
illegalvisual, content, including faster reactian
o Machinelearning technology can help impreyperformance of current
tools; however, human intervention will be always needed for grey zone
issues.
1 Do the platforms agree that we are in a-Egulation phase, which might lead to
strong centralised regulation in the event that-cegulation does not work? H

Panel reactions:

o The platforms are @ammitted to cooperate with public services and on
private initiatives to address the issue of fake news, since it relates to
trust in online media. However, we do not want to guelge where the
process will end up.

1 It's time now to considea common famework where everybody contributes to
define anappropriateset of standards and regulation for checking the available
information and take action when needed.

1 What is the role of media literacy in the battle against fake news?

Panel reactions:

o Hforts to empower citizens to better deal with online informatiehould
be shared among various disciplines
1 In order to analyse the problem ard&velopbetter tools, it is necessary that the
main platform providers open their ARdad data foresearch and faetheckers.

Panel reactions:

o Facebook is looking at this but there are privacy issue that need to be
taken into account.

1 Debunking doesn't work because people acepticalof established source3he
re-establishment of trustis neededto successfully qme with the fake news
problem.

Panel reactions:

o It's important to let audiences know how news is created in order to re
build trust.

0 Quality journalism should channel content where people look for it (e.g.
social media platforms, video mtent aggregators and should teget a
more diverse audience.
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0 There are trusted media brands in Europe (e.g. the BBC and public
broadcasters in Germany).
1 Media outlets specialised in deception still appears as top sources in Google Feed,
This is unfair towards professionenedia. Why it's so difficult to resolve this
problem?

Panel reactions:

o Google is going to just launch a new product with labels identifying
sources.

1 Platforms should share more information which enables the measuring of their
efforts to tackle fake new

Panel reactions:

o Facebook is testing how new tools are working. There is some initial
evidence that putting a label on disputed content significantly limits
sharing of that content.

o Google always wants to improve search results and offer content ghat i
interesting and relevant. It is open to improving transparency and
collaboration with factcheckers.

A.5 Panel 3¢ Future actions to strengthen quality information
and reduce the spread of disinformation online

Wout van Wijk (News Media Europe)

The eputation of digital medichas beendamagedand can be repaired by reestablishment
of the lost trustbetweensocial mediaand end users. One wayf doing so is to ensure high
quality journalism, which is expensivi@nandng content isone of the main problems fo
professional journalism and is being exacerbated by thengoing development of the
digital media and news.

Proposed actions:

1 Publisher rights / rulesare required so that some forms offake news can be
addressedhrough copyright laws.

1 Regulation migt not be of help and could damage pressedom and freedom of
speech. On the other hand, social mediampaniescould and shouldake more
responsibility.

1 Media (news) literacy education should be offered to all EU citizens.
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Nicola Frank (EBU)

The eonamic modelfor high-quality journalism is in dangefhis offersoom for alternative
media which is frequently though not always) used for spreading fake news. Another
problem is thatthe criteria with which news sources are ranked online are-transpaent.
Platforms should let news media know on which basis they rank low or high

Proposed actions:

1 Platforms:
0 To recogrse societal responsibility and promote quality journalism
o To increase findability of diverse, qualitative news
o To improve transparencyniall processes and accountability (eap news
distributors) as well as support activities on fadtecking and providing
related feedback and corrections
1 Governments/regulatory bodies
o0 To support quality journalism and independent and sustainable putdidia
service
o To support the needed media innovation and encourage sel€oregulation
among the social media players
1 Mediag Tocooperate in factthecking and support the needed innovation as well as
adopt multiplatform approach for spreading infornmiah and news
1 All¢ Topromote digital media (news) literacy

2 f GSN) vdzZ GNRPOA20O0OKA o! YADSNEAGE 2F +£SyAO0S

Socialmedia provide a unique mearfor accessing knowledge anywhere on the earth
However, the complexity of the social media worldjisa and opens doors for misas

One of the prominent examp$of misuseis of course the phenomenon of fake news, which
is not created by social medlaut is rather an outcome of polaation. Polarisation fuels
fake news (e.g. 93% of fake news topics arased)

Factchecking is not enougln order to limit fake news we should combat polarisation.

1 Thus, the most efficient solution for preventing fake news is to depetarisationat
an early stage. Of course, it is difficult to observe all possilsieurces of polasation.

1 How to let new narratives into echchambers? We need to understand why people
are polarised and bring together journalists and psychologists to frame a narrative
that can penetrate the echeahambers

1 Another important point is reestablishment of trust, as already mentioned, but it
cannot beaccomplishedy a singleactor. Feedom of speech and diversity of opinion
are pillars of our societylrust exists for certain topics, but to increase trust we need
to increase transparencynd accountability.
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Renate Schroeder (EJF)

The media ecosystem currently faces three broad threats: 1) the unstainable structure of
contemporary journalism; the business model of the J{omst journalism is mainly
responsible for fake news; 2) the declin&trust in journalism; Germany is cited as having
trust in journalism, but even there trust is polarised; 3) the power of social media, coupled
with a lack of accountability and responsibility.

Besides funding issues, a general protection of journglsts against pressure from politics
and other power centres) is also very importarglso in context of the fake news
problematic.

Further actionshould include:

1 Medialiteracy and journalists training

1 Public funding for faetheckingandand putting tools at the disposal of theublic

1 Gommon and open databases, in cooperation with the main plat&rto enable
research activitiesincludingdata analysis

1 Self-regulation measures, as already discussed within other presentations

Algorithms that support qgality news.

1 [Stronger collaboration of media and researchers in order to develop in house
systems to gather data]

=

Phoebe Arnold (Full Fact)

Ms. Arnold emphased the complexity of factthecking processes arttie limitations of
existing tools, including methods using artificial intelligence. Automated fast checking is
efficient but not sufficient to fulfil the fact checking mission, so manual intervenison
needed.

To reducethe impact of the fake newsbroad globalcollaboration $ needed, including
standards aml regulation as well as cooperatiomith different regions taking into account
cultural and language related factors.

Stephen Turner (Twitter)

All discussions in Twitter are opedournalists and news orgaations arekey Twitter
stakeholders[We make sure thewre verified, and are distributing information and news
from their official individual or orgasational accounts, to prevent the misuse.

[Twitter does not se¢he identification of wrong news and false accouptsssible and does
not consder it as its taskThe platform looks for the highest quality and most relevant
content and contextHowever,there is an increasing amount stispiciais accounts(3.3
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million per week).The corporation is taking action to identify and remove these aotau
These activities include also identification of messages sent and accounts used by] robots.

Educatng children on media literacyis key. Twitter is providing appropriate tools for
classroomswhich enablechildren to create newsooms andpractice howto deal with
challenges of the today social mediaWe would like to extend media literacy activities to
the all of Europe

In the next months, Twitter will implement several new actions against spam and suspicious
activities.

Guy Berger (UNESCO)

Mr. Berger reviewed UN perspectives and initiatives fake news, which are in line with the
discussions by other conference participants.

1 To keep using the ternifake news" discred# news itselfournalism. We shouldalk
of disinformation which imitates the fon of news/journalism.

1 Maedia teracy educatiorshould havea broader scope thathe newsecosystem and
include other concepts which are key in the digital domain (e.g. privacy).

1 Media should embrace more diverse views and not focus only on the viewsesf e
News institutions have to improve their professional standards and strengthen
redress mechanisms.

1 Selfregulation in the news industry has had a great impact aimternet
intermediaries should learn from their experiende.particular, algorithm aesorship
should be complemented by redress process

1 We neednew business models in the social medased on social inclusiveness and
diversity,rather than business models that crediiter bubbles

Main issues, questions and statemenfiom the audierce

Vincent Need (AER)Yincent Need(AFP), Christoph Leclecq (Euractiv), Gianni Riotta
(Catchy), Jakub Kalenski (EEASIpvanniMelogli (AlJ), PaolcCelotto (EAVI), Mikko Salo
(F&ktabar), Marie de Cordie(EMMA), UlrikSmed(EPSC)

1 Radio is a well trustkmedia. It can be used as a tool to tackle fake news since it is a
broadcast media that does not fuel filter bubbles.

1 Factchecking does not always wogkvhat would be the criteria for successful
debunking?

Panel reactions:

o For successful fagtheckingwe first must understand the narrative behind
fake news and then provide information that convinces.
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o Neutrality is central to facthecking.

o Journalists must be at the centre of feciecking activities.
Saying that facthecking doesn't work ignoresdahthere are people who have the
intention to interfere in our democracy. There will always be people who believe in
conspiracies. Hmever, factchecking can be a useful tool to counter lies and
influence citizens who do not have strong opinions on issues
What can be done to strip out emotion from news?

Panel reactions:

o Journalists should be trained about the impact of headlines, which are central
to clickbaitg it's important to stick to the truth in the headlines
o News brands cater to particular audieasc Facts should come first, but we
cannot get away from framing and tailoring to audiences based on geography,
education level, etc.
o Emotions cannot be split from facts. However, to reduce polarisation, we
need to move towards empathy.
There is a need tanalyse in details all processes related to creation and distribution
of fake news to ensure full understanding of the problem. Collaboration among
various actors is needed here as well as access to data and availability of appropriate
open source based a¥s. Furthermore, multidisciplinary approach is needed while
investigating the broad context of the fake news.
There is a need to improve social media technologies, in particulackecking
tools, and develop new solutions and processés particularthere is a need to pool
fact checking tools and improve their performance; currently, there too many fact
checking toolg as many as 30 to 40 different instruments. The EU can play a key role
in this effort.
Tools should be open source to allow adapiatto the local context.
Should platforms pay levies for the work done by professional media?
Therankingof news distributorsn search results and social media shouldbsed
on reputation.

Panel reactions:

o Ranking/ratings might not work since fact chiegy is never completely
accurate.

New regulation should not give to social media or states the power to decide what
can and cannot be said online. This is the role of the courts.  Similarly, closing
accounts should be handled transparently, and novigylantes in social media. An
alternative would be to promote the use of real identities in social media in order to
foster responsibility. This could include persons responsible for bots.
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Should platforms treat sources differently, depending on wieettihe source

provides information about location and legal representatives?

Education in media (news) literacy is cruci@hildrenn particularare targets.

GOt R $dilations may also be vulnerable to conspiracy theories.

There is an imbalance, asase who invest in quality journalism and fattecking do
not get the remuneration of the advertising.

There is a need for regulation in the social media and extension of publishers and
other related rights/rules/laws in this direction. However, regulatis a sensitive
issue, so that the first target should be a kind of seffulation among the social
media actors

The current business models applied by social media actors are actangirr of

fake news and should be reconsiderethaybe through apppriate regulation and
taxing measures

Political and societal clarifications are the main tools for fighting origins of fake news
and its distribution




VITAL MEDIBeliverable D3.2

ANNEXB 21 L¢9 t!t9owTHEFUTUREVS {
{h/L!'[ a95L! ¢

New European Media

4/712%$3 4(% &5452
| &1 #) !, - %$) !

NEM White Paper

De@mber 2017

VITAL MEDIA

Preface

What is and how will the future social media look, how we are going to get there, and what has to be
done to enable it? Probably the largest research and innovation community in the area of media and
content in Europe organised withithe NEM (New European Media) Initiative answers these
questions within a coordinated action among the community members. This activity is supported by
the Vital Media projectof the Horizon 2020 EU research and innovation programme.

This White Paper presits an initial vision on the future social media, based on inputs received from
a broad range of media and content sector representatives in Europe (from the NEM Initiative),
aiming to identify the next steps towards the future social media, includingired research and
innovation activities to achieve defined goals, as well as related standardisation, regulatory, and
policy actions; underpinned with a European approach. It provides a base for further elaboration of

! vital Mediais a support action project under the Horizon 2020 Programme of the European tniamber: 688310;
project duration: June 2016 May 2018.
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selected aspects of social media, ieth will be detailed in due course throughout 2018. Feedback

was also gathered at the NEM Summit 201fhe 10" SRAGA 2y 2F b9aQa | yydz f
exhibition- held in Madrid, Spain, on 29/30 November, from the Summit presentations, invited and
key-notes talks, as well as open discussions.
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1) Introduction

Social media used to be defined as a set of compntediated technologies that facilitate the
creation and sharing of information, ideas, and other forms of content and applications-gadled
virtual communities taking advantage of modern network and communications infrastructures. Social
media uses welbased technologies to create a variety of interactive platforms through which
individuals and communities can share, create, modify, and discuss diffgnees of information

and digital content, which is available in the global Internet landscape.

It can be stated that during the last ot&o decades, social media applications have introduced
significant changes to the way people communicate, as well asésses and more over entire
communities organised through common interests. Moreover, the recent developments in Internet
and communications technologies, media and entertainment sectors, as well as many other spheres
of professional activities and lifshow that social media becomes a standard part of different
services and applications offered to people through a variety of communication and consumer
devices; computers, tablets, smart phones, smart watches, etc. Furthermoreallsed classical
media sevices, such as broadcasting and even traditional p#jaesed media, are more and more
introducing and using various social media technologies, to improve the overall user experience and
further extend their offers and businesses.

Social media is currentlyeing used to infer social behavior and derive tendencies, in combination
with bigdata analysis tools. Its capabilities are tremendous to obtain information about the
acceptance of a new product or service, identification of needs, or even the detefaniraftways to
influence particular social acts and events. A practical example of the above is tbpestiljuestion

of whether social media, in combination with kigta analysis tools, influence wondde elections

or not. Furthermore, a concern abbudligital competition is acute in Europe because quite often
digital markets and social media platforms are dominated by few, big and foreign companies,
accumulating volumes of exclusive consumer data on their platforms and services. And exploitation
of this data as the raw material for artificial intelligence (Al) or machine learning (ML) could have an
insuperable competitive advantage over new entrants. Consumers gain good services, and often free
of charge, from such platforms but there are also potenteawbacks; e.g. using a predominant
position to collect data (even improper), keeping that data exclusive in order to maintain monopoly
power, which even might obstruct further innovations and creation of new ideas, or using it to
prevent consumers to @nge platform providers. Therefore, from the competition point of view it is
also desirable to ensure personal data and profile portability in future social media services.

We can conclude that in the near future it will be more and more difficult to rdsish among
traditional media and social media. Where is or will be the border between traditional media and
social media (e.g. shift from elfhie to online media, or the shift from business to consumer (b2c) to
consumerto-consumer (c2c) as well as therder between social media and any other future type
of service or application, or will there be any borders at all?

This White Paper defines a set of actions needed to be taken in a coherent and coordinated way to
enable an effective, relevant, consurdecused social media landscape, underpinned with a
European approach.
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The document is organised as follows:

1 A summary of identified actions that are needed to be taken in order to enable the future
social media (Chapter 2)

1 Future social media scenariosppiding a base for elaboration on needed actions (Chapter
3)

1 Detailed requirements on policy and regulation as well as needed research and innovation
activities and education measures (Chapters 4 and 5 respectively).
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2)  Summary of identified actions toward the future social media

This White Paper elaborates on several aspects of the future social media by providing relevant
service and application scenarios and by deriving corresponding requirements and needed actions on
policy and regulation as well as ogsearch and innovation in the area. To note, although the inputs
and requirements covered in this document are not exhaustive, we consider that it is already
possible to identify a number of needed actions to enable a future European social media approach
around the following main areas:

Data protection

Trust

New areas in the social media
Business and cooperation models
Education

= =4 -4 —a -

Data protection
Protection of individual user rights

wS3dzA F i2NE AYOISNBSYlAzy &akKzdzZ R htd Whidiehcodrdyiggi SOG A
technological innovation and marketiven business development. The General Data Protection
Regulation (GDPR)which comes into effect on 25 May 2018, represents an important step for
personal data protection. It takes into considdon privacy issues emerging from social media and
NBIljdzA NB&a GKS O2tftSOGA2y |YyR LINROS&aaAy3a 2F AYRAD
social media service provider. Moreover, the recent proposed revision of 4hévacy Directivé

adds tirther privacy obligations for electronic communication services and networks. To ensure both

legal frameworks support consumers as well as business innovation and growth, close attention
should be paid on the coherence of them and on the avoidance ofatgy irregularities.

Data portability and competition/monopoly issues

Concern about digital competition in social media is acute in Europe because quite often digital
markets and social media platforms are dominated by few, big and foreign companies)uatng

volumes of exclusive consumer data on their platforms and services. A monitoring of the market is
YySSRSR Ay 2NRSNJ (i2 S@rtdd S GKS SEAaGSyOS 27F LI
choice. Exploiting huge amounts of user data as rla@ material for Al and ML could have an
insuperable competitive advantage over new, European, entrants. Therefore, from the competition

point of view it is also desirable to ensure personal data and profile portability in any future social

media and othetype of similar application or services.

2 http://ec.europa.eu/justice/dataprotection/reform/index_en.htm
® https://ec.europa.ai/digital-singlemarket/en/proposateprivacyrequlation
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Management of user information and portability

It will be of great benefit for the development of the market, for competition and for-aser value
creation to have effective ICT tools, protocols, frameworks,sAdd systems that can help
businesses and consumers to declare, enforce, control and report on data management, and wider
aspects of GDPR implementatierto endorse and stimulate good practice and also to identify
malpractice.  Implementation and interepability across social media providers should be
considered in order to facilitate convergence between social media platforms and to unlock possible
proprietary features, enabling data portability.

Trust
Regulation in social media

We consider that it ishe appropriate time to start exploring and developing standards and
regulations that apply to a range of aspects of social media. As well as regulations specifically
applicable to personal data, regulation of Aly R WY A &AY T2 N¥YI A 2)yafe aldoh y Of dzR
growing in interest and need. However, instead of a strong and centralised regulation of social media

/ the various aspects that it comprises, sedfulation and/or application of standards among

platform providers, media organisations, techogy providers, content creators etc might be more

effective. Regulation or at least a strong regulation might not be of help and could damage free
press, freedom of speech and wider democratic principles and processes.

Ensuring trust and diversity

Besidesthe regulation measures discussed above;establishment of trust in organisations
distributing/providing news media in particular, is crucial. Where levels of trust in governments and

GNF RAGAZ2Y T ySé6a YSRAIF A& Tl fdnlike/sBuEcestinfrRasétis 2 LI S Q&
likes of Facebook, Google, Twitter and YouTube need to play an active role in ensuring that the
AYVF2NXYIGAZ2Y YR a42d2NOS&a LINPOARSR 2y (GKSANI LX FGF
algorithms, is accurate, diverse G N} y & LJ NBy i FyR SGKAOFIft® ¢KS 2028
individual choices, beliefs and freedom of opinion, with educating them, challenging their
perspectives and enabling them to understand how algorithms play a role in the content they
see/search for.

Social media tools

There is a need to improve social media technologies, in particulackacking tools, and develop

new solutions and processes. Furthermore, reputation tools for ranking news publishers/distributors
(based on trust, ga practice, high standards etc) that publish content on social media platforms
directly (as opposed to news articles and links being shared by/between individual users or interest
groups) should be put in place also. This ranking should be based on atareddrds and/or policies

that news publishers/distributors are working towards, and be transparent, authentic and regularly

* https://www.nesta.org.uk/2018predictions/quidingsmartmachines
® https://www.ft.com/content/fa332f58-d9bf-11e6944be7eb37a6aade
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Y2YAU2NBR® 9&LISOAlIffe HKSNB 'L | YR wihout hiNB 0 SA\
transparency, there will be claimsofia | YR OSYy a2 NAKA L) FNRY° RAFFSNBy

New areas in social media

From the beginning of its existence, social media at large has evolved in various and not always
predictable directions. Thus, new social media services and applications hewecbatinuously
established and deployed and there is no sign that this trend will stop in the future. We can expect a
number of developments that will result from not only regulation and standardisation (as mentioned
above) but also from innovation in ctamt production and digital technologies.

As an example, in comparison with the social networks of human beings there is a need to consider a
notion of social relationships among thing$ocial 10T¢ making devices and objects not only smart

or connectedbut also social. Here, several different technologies need to be studied and integrated
and further researched in order to understand how intelligent and social things can impact social
media.

Distributed ledger technology (e.g. blockchain) is also paViegvay for a hew approach to social
platforms, offeringefficiency, privacy, and security for content producers and distributors as well as
end-users. Not only can blockchain be used for enabling the design and exchange of cryptocurrencies
and digital micopayments, but also to enable smart contracts. Wherel®gentralisedlicensing
systems can be used to enable a producer of content to track usage and define the terms under
which it will allow its content to be published by a third patty.

Business and cooperation models

New and innovative social media models such as those exploiting distributed ledger technology, are
probably the best mechanisms to ensure trust of various sources, democratic principles and
processes, and diversity of content to prevergngination of particular world regions, societies,
opinion makers, etc. The European Commissioded DCENT project being one recent example of
collaborative decentralised social networks using blockchain to increase and reward user
participation, and enance trust and privacy.

New models related to search of information

Most web search engines are commercial ventures supported by advertising revenue and thus some
of them allow advertisers to have their listing rank higher in search result for a feee phagtices

are more and more rejected by end users because they will get the results that are the most
profitable for the search engine and not the actual best (most relevant) result. Therefore, we need to
consider what the role and relationship is, iretfuture, of advertising and new forms of adtech, such

Fda WONRBLII2 FROSNIAAAYIQS gAGK O2ydaSyd IyR aSl NOK

Business models for publishing in social media

® https://firstdraftnews.com/coerecommendations/
" https://www.digitalcatapultcentre.org.uk/project/contenpersonalisatiometwork/
8 https://dcentproject.eu
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The economic model of higluality journalism is in danger, which is one problem 3fRI & Q&
professional journalism, and lets enough room for alternative information gathering and publishing

in the media arena, which is frequently (not always) used for spreading the fake news. Thus, there is

a need to invest more in journalistic resourcasd provide additional funding for the area.
Furthermore, social media business models are based on attention, so that the social media

LX FGF2N¥a INB YIAyfeée AYyidSNBauSR G2 3ISG GKS dza SN
available content isecondary. Therefore, there is a need for alternative business models for social

media, which might be imposed by corresponding regulation measures. The challenge is to ensure
competitiveness of the proper social media platforms, as news providers, veostalled fake
news/website factories.

Collaborative live production workflow

These higHevel requirements mandate a close collaboration between the owners and stakeholders
of the various involved realms, i.e. advertisement agencies and networks, théders of social
media technology, the technology providers for the clip rendering/creation, the owners of the
distribution channels and, finally, the broadcast organisations themselves to integrate and enable the
workflow in their live productions.

Education

Education and promotion of media and news literacy among social media users will play a significant
part in reducing negative impacts of social media, such as the creation and sharing of false
information, hate speech and online bullying. Media and sditeracy interventions should be
introduced across a range of places/opportunities including school, the workplace, libraries,
community and charity schemes and even by content publishers and distributors themselves.
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3) Selected future social media s cenarios

Big data z collection and analytics

Social media platforms have a relevant impact on modern society since they have increasingly been
OKIy3aAay3a LIS2L) SQa g¢gte 2F tAGAYy3a YR AYUSNr OGAy3
attract an inceasing number of users by providing services and opportunities according to a business
Y2RSt GKFIG 2y | dzaSNRa &a4ARS A& LISNOSAGSR & W¥:
access to a community that shares information, content, and emotems$ the opportunity to

always be connected with personal contacts, whatever the physical distance between them. In
return, users are asked to provide essentially the following things:

w OELX AOAG LISNE2YIFE RIGE 6So3d ylYSs 385 LI

w I & S NA Qtionks yithis tN- s@rial network (e.g. posts, photos/videos shared with the
O2YYdzyAdeés O02YYSyida 2y 2GKSNJ LRadaxo
w The right to collect, store, and elaborate any user data for various purposes.

{20AFf YSRAIF LIXFOF2N)Vasz o0& altbd, ¢ad dedvd thedpoeferdnceR | G I Q
and usage behavior of their members and use this data to monetise, selling the data tpdhieb

such as advertising agencies that have the opportunity to issue efficiently targeted marketing
campaigns. Furthermoreocial media providers use all the information retrieved by user interaction

within the community to generate useful insights that helps to update and optimise the existing
services and to create new services.

Create / Update services

ADVERTISING

RRat AGENCIES
0 & OC
(Ui “ Profile Commercially spom ek
L
‘ ‘ in;z:r‘:::ifm = 0 .:
® 6 "

User interaction

(posts, video, comments...)

SOCIAL MEDIA

Figure2: Social méia business model based on big datacollection and analytics

This model (

‘
' 50/ 108

VITAL MEDIA




VITAL MEDIBeliverable D3.2

Figure2) has proved to be extremely successful for any party involved in the chain. The growth in
terms of number of users and level ehgagement with the platforms has been rapidly rising in the
last years bringing to an average daily use of social media of about 135 miifitissnumber is
expected to grow even more, because of the increasing number of contacts joining the communities,
the number of platforms also growing, and also due to smart phones and mobile broadband
becoming more cost effective and accessible.

Ly 2NRSNJ G2 YIEAYAAS dzaSNEQ Sy3al3sSySyids tSFRAyS3
media platforms havdeen continuously enhancing their service proposition. With the objective of
O2@SNRAY3I Y2NB | aLlSOda 2F dzaSNBRQ fAFSadtetsSa yR
information and entertainment channels but also user needs such as purclgsioly and services,

and making financial transactions. (3&gure3 below).

User Lifestyle User Lifestyle

- ~ - ~

Entertainment \ /- Entertainment

|
|
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|
|
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sharing |
\ / \
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- \\ pr \\
/ \ ’ \
| | | Editor's Travel ]
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| | | }
I User [ | |
} shared I : User ‘
| news : I shared ]
| | | news |
I | | I
| . | ! . |
% Society/tools J ‘\\ Society/tools /
TODAY FUTURE

Figure3: Shifting and enlarging social media service proposition

Social media providers are also increasirfgliyether through desire or being required to because of
external pressures) exploring ways to become trusted entities for audiences accessing news and
information. Facebook, for example, has implemented initiatives to flag potential fake news
content!°

Other services that are increasingly exploiting the big esadaial media value proposition include the

2yt AYS (NI @St travel NdmPanigs are KagybtBoo differeint customer demographics
LISNR2YIFEt&8 Ay SYFAE FyR aRIQAH OISR AiSass 3 SNE 3K
visitors across different channels and devices, driving personalized marketing and customer

2 2 dzNJ* &l Zasobimmersive technology applications (augmented reality (AR) and/or virtual

reality (VR)) which willkely become an everig @ NBIF f AG& 2F LIS@fiah d&@a a2 OA
way consumers will engage with advertising and marketing, to the way they can access and consume

® https://www.statista.com/statistics/433871/daikgociatmediausageworldwide/
10 hitps://newsroom.fb.com/nevs/2016/12/newsfeed-yi-addressinehoaxesand-fake-news/
™ https:/ivww.smartinsights.com/digitamarketingplatforms/big-data-digitatmarketingplatforms/201 Ztravel marketingtrends/
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accelerated by the implementation and roliit of 5G*2

Social TV

Social television (social TV) is the union of television and social media, which is becoming increasingly
popular in society. Video now exceeds 50% of all traffic on Fa&edod is expected to rise to over

75% in the next few years. Also on Facebook, video has primarily been short clips (a few minutes) but
in mid-2017 Facebook Watch was launched service offering londprm television, including
specially commissioned cant. Also, many people increasingly watch both shartd longform

content on YouTube and other similar platforms. They upload, share, and comment upon a huge
range of video, whether setfenerated or from secondary sources.

In the last 20 years the comfigve and commercial pressure in the television industry has increased
tremendously as a result of an evecreasing number of channels and digital platforms viewers can
use to access their content. In order to retain viewers, social is a recognisqut@rah proposition

for introducing interactive elements to traditional broadcast formats, with the aim of making formats
more personal, dynamic and attractive for viewers, which decreases churn.

An example of a scenario with socialised promotions is tbeda of the Game of Thrones season
aSOSYy Ay Hnwm2OAAd KA QK dl3®S R yeR 3L YSa G2 (Pmé GKS &
Game of Thrones producers and the HBO network on which it airs have also created a number of
partnerships and integrations including with a celebrity chef, on music streaming platform Spotify,
with emerging artists and with news and information aggregation platform Regdising social

media channels tallow people to participate and to share the campaigns onffriglot sudies have

also shown that advertisement value can be increased enormously by adding social and interactive
elements to video clips. Clips containing seamlessly embeddedgeserated content significantly
increase brand awareness and intention to buwg,,ivalue for the advertising brand. Of course,
similar campaigns as the Game of Thrones initiative, based on the same technologies, strategies and
similar partnerships can be created for other brands launching new products and services.

While socialising N2 I ROl 44 LINPRdzOGA2ya Aa | LINRYAAAYy3 | yR
FALISOG GKIFIGQa 2F0iSy 20SNXI221SR>X yryYySte GKS &dzN
essentially bring income for the broadcasters (as well as for the social med@piatvhere there is

a revenue share). It will be interesting to observe in the future if audiences and engagers of social TV
become disinterested and irritated by advertising and marketing campaigns in a similar way to
traditional TV broadcast audiencea/ho seemingly turn to social media as one way of disengaging

from TV advertising, which is adding to the decline in advertisement revenues for traditional
broadcast TV?

12 https://www.qualcomm.com/news/onq/2017/02/01/mand-ar-are-pushinglimits-connectivity5cour-rescue

'3 http://www.thedrum.com/news/2017/06/21/gamethronesusessociaicluesand-gamestout-the-seasonsevenpremiere

14 https://medium.com/rta902/with-the-reportedly-secondlastof-gameof-thronesapproachingthis-summeri-thought-it-would-be-
8684dfe5c64e

' http://uk.businessinsider.com/facebostv-advertisingimpact 201 26 2r=US&IR=T
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We feel that there is tremendous unexplored value in the socialisation of advertshwim the
absence of technologies and processes available to mings istill left unexploited by the industry
today. Moreover, once advertisements can be made as social as the broadcast formats are today, it
even becomes possible to link their resgeetsocial elements, thereby adding even more value to
the ecosystem.

For broadcasters, this proposition increases the value of their most important source of revenue, i.e.
their advertisements. For broadcasters and brands/advertisers it increases tlratiwdfeess of their
promotional material. For the market as a whole it creates a playing field where productions and
advertisements can be linked through their social elements.

Finally, because of their embedded social content and their diversity, consuandryiewers will
perceive these adverts and promotions much more positively and dynamic than their boring and
often irritating predecessors.

Further aspects: Content/information - sharing and publishing in social
media

Paradigm change from off -line to onl ine publishing

The digital transition has significantly transformed the publishing value chain; introducing substantial
opportunities for disintermediation, as digital technologies eliminate certain limitations of the
physical world, but also for reintanediation, as new players take up some of the new functions.
Whereas a disruptive potential is obvious, however, the digital transition does not eliminate or even
completely subvert the essential roles of the value chain: e.g. the writing and publishigkd as

one of the prominent examples. For publishers, new production processes entail a multiplication of
tasks, linked in particular with the production ofbeoks and the management of metadata, as well

as a wide range of innovations in products (mpdtcused on the digital enhancement of books),
services and business models (as the sale of books shifts toward the commercialisation of access
models).

Social media is an important element of this evolving framework: it provides an alternative channel
for marketing and sales to publishers, and allows the creation of a direct link with readers,
establishing a dialogue and also highlighting and raising the profile of a publishing house among its
customers. Social media can also become a tool for innovatidook production, as it can be a
vehicle to involve readers in the creative process. Several social platforms dedicated to books, stories
and reading have emerged, including Mediiand Flipboard, which develop communities of
interest and can become iturn, instrumental for the launch of books and authors.

Enhanced user-generated content

Improved tools for media acquisition and processing are propitiating the increase efjeiseration
content, particularly across social media channels. Thus, thieebis fed, consumed, and evaluated
by its own users, where the lorigrm vision is that any user can create engaging original content,
such as audiovisual and 3@@gree video, with the ability to also distribute and monetise, supported

16

https://medium.com
https://flipboard.com
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by tools and techology that will also add trusted and secure value. In the future, individuals,
communities and organisations will be able to produce sellable content, without a central media
agency, with a trusted origin and quality given by the community peers anddAblankchain tools

to support provenance verification, creation (and@eation), exchange, and equal rules for content
monetisation.

Decentralised vs centralised social media approach

The centralistic focus of current social media platforms is problaraid is mostly based on the

OGN RAGA2YFE YSRALF FLIINZIFOK (KIFIG 2FFSNAR 2yS WwWOSy
To ensure the audience of these channels receives relevant information, the content distribution is
curated and/or edited.In the case of social media this curation is mostly done by an algorithmic
assessment of user interests and based on engagement signals (e.g. likes, comments etc) that are
spread by the user and/or the directly related social network. These signals areathlematically

matched with content (both from the social network of the user and commercial/ads) resulting in a
YAESR aGNBIY 2F O2yiaSyid WLISNa2ylIftA&aSRQ (2 6KIFG
It can be argued that the main benefit tife centralistic paradigm of current social media networks

Ad GKS SaiGrofAaKYSyld 27F -dasedy Yohtdrdd dsiltids in S sodfa NJ  LINJ
network providers focusing on matching content with user interests to increase engagement, the
mainmetric to assess content value and interest.

Several challenges have been identified in relation to the centrality of current social media networks:

w Focus on limited media sources and missing context of information due to automatic
algorithms

w Trust issues filter bubbles, echo chambers and fake news

w Privacy and ethical issues in respect to information flow control

¢t2 20SND2YS GKS OdNNByld fAYAGFGA2ya 2F WYSRAIQ
and distributed solution is required. Bh$olution is built on the prerequisite that objects and people

are digitally identifiable by location and proximity to each other. Furthermore, that users operate in a
postmobile era in which the mobile phone is replaced and extended by one or seveashbie

devices that allow the extension of sensory perception through digital insertion, such as visual
(AR/VR) and/or other senses (e.g. touch, hearing and smelling). Future social systems therefore
should be able to support highly dynamic rearld sock £ AYGSNI OGA2ya 6AGK
environment. For this to be enabled several different technologies need to be extended and further
researched towards this vision.

New way of searching information

Today, the usual way to find information is to use seaetiyines, which are browsing huge
databases trying to find matches with the user queries. Search engines are software systems
designed to search information on the web. They get their information by web crawling from site to
AA0S® ¢KS Wa ekddiilenanie adiressed To#, Méfalielsending certain information
back to be indexed depending on many factors such as the titles, page content, headings etc.
Indexing means associating words and other definable tokens found on web pages to thaindom
names and HTMhased fields.
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Some techniques for indexing and caching are trade secrets, whereas web crawling is a
straightforward process of visiting all sites on a systematic basis. Typically, when a user enters a
query into a search engine it is aw keywords. The index already has the names of the sites
containing the keywords, and these are instantly obtained from the index.

The usefulness of a search engine depends on the relevance of the result set it gives back. While
there may be millions of &b pages that include a particular word or phrase, some pages may be

more relevant, popular, or authoritative than others. Most search engines employ methods to rank

0KS NBadzZ da (G2 LINPGARS GKS WwWoSaidQ NBadzZ 6a FANmGG

Social 10T networking

In the next future there will be more connected things (objects and devices) than humans and these
things will have to communicate together in order to synchronise themselves or to solve a problem.
Such use cases should be researched and developed across a range ofeisdusirigovernment
priorities, such as loT (Internet of Things) and 5G networks, health, logistics, energy, smart cities, and
Industry 4.0.

The evolution of 0T is transforming our lives into a cyligysicalsocial hyperspace and changing
what it means tdbe social, thanks to smartphones, tablets, and all types of wearable and stationary
devices, which are connecting people and things both directly and indirectly through various
applications and platforms.

In the future, many applications and services w@uire associated groups of things interacting
among them, based on technologies such as swarm intelligence and swarm robotics. The
establishment and management of relationships among things can occur with different levels of
human intervention. In one ase human is responsible only to set the rules of the things social
interactions and then enjoys the services resulting from such interactions and groupings, while in the
other case things just participate in the human social network built by their owners.

The physical things belonging to our everyday reality are, at the same time, withesses and
protagonists of the (hi)story of our places (territories, home and work environments) and of our

social life and communities. If only they could tell stories alvaldit happened to them and around

GKSYZ GKS LlRaaAroAfAate 2F AYyaGSNIOGAy3 6A0K (GKAyYy3
GAGK | aA3AYyATAOILyiGte SyKIyOSR SELSNASYyOSa | yR a
involvement of such intégent and social things:

1 Things posting information (about the state of environment) in the social networks of
humans

1 Things interacting with humans and other things at the application layer in social networks

1 Things interacting socially with each otherbuild a dedicated communication network.

Impact of the evolution of social media on the creative industries

The phenomenon that is social media is the result of the evolution of the mega trendjeiserated
content. At the same time, users themselvbscome actors and consumers of an intetive
scenario that they convey through mobile platforms. Today's reality of Facebook, Instagram and even
dating platform Tinder is closer to this vision than it appears at glance. Mainly digital natives, but
increasingly also digital immigrants use such media alternatively and cumulatively to existing media;
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but their focus has shifted significantly: The individual human existence is melting in an
unprecedented way with the medialised world. Reality is medialiseddianis reality and the

medium is now the only message. In an aesthetic capitalism, symbolic attributes contribute more and
more to economic value and the pursuit for fame in a virtual community is becoming increasingly

important.

In this environment, thecreative economy is increasingly becoming a significant veadigiéng
element. We can identify two mega trends:

w

On the one hand, we clearly see the increasing desire for authenticity antfecalhich

will also be reflected even more in thremensioral contexts in the future. It could be

that after the mobile sector being the youngest sector of the creative economy, the 3D
printing sector will explode within the creative economy. Also, technologies like AR and
VR- usually overrated in the pastcoud play a modest role. The blending of real life and
the contribution of the individual to a common theatre, as it is already possible today in
Minecraft, will increasingly determine the mindsets and behavior. The interactive
communication as it first begain the games sector will be enriched with artificial
intelligence and increasingly gaining in importance in this context. Thus, social media has
influenced human behavior much deeper than any other media revolution before. The
user slips from passive ceumption into an interactive role; the development of
communities is only partly moderated but boosted through highly personalised
advertising and influencer marketing. The increasing customisation of advertising allows
business models to be developed thtatve the social media community to authentically
and simultaneously expand into every part of human life.

But as a trend we can also identify a second important flow: Users also long for deeper
and larger stories. These are currently being portrayedhganew series from overseas
streaming services (Netflix, Amazon Prime etc) and partly also via television stations. This
longing for a deeper meaning in the stories is, so to speak, the natural and implicit
reaction to the social medigenerated network acess between reality and medial

reality. It creates an increasing degree of relaxation and security in an environment of
uncertainty. Therefore, it would be wrong to see the useéented social media reality as
the only mega trend; at the same time, tleeis also a new form of storytelling, that is

only just beginning and that will not only be reduced to television series. Narrative
design is gaining in relevance in Eureplee cradle of narration and a great opportunity

for the creative industries dturope.

Social media and news consumption

Digital news and social media continue to grow, with mobile devices rapidly becoming one of the
most common ways to get news. Social networks have become a generalised point of access for
news consumption. They fa registered an increase in the share of their audience that gets news on
the sites and share them, and in respond, they have carried out work in developing their news
usability. Not only users grown somewhat in their use of social media for news obetailow they

are more likely than ever to get news from multiple social media sites.
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This new reality has caused the appearance of some of the following effects:

1 Infoxication:Journalism is increasingly mobile as shown by prominent trends such as mobile
journalism and citizen (or witness) journalism, which are one more source to the journalist,
&4 alF F2NXY 2F yS6 YSRAIF ai2NRBIStfAy3d 6KSNB NI
network connectivity to gather, edit and distribute news from his or@e2 Y Y dzy A G & €
(Richardson, Allissa). These trends and opportunities, summed up with global news coverage
where it is immediate to access any nhews media of the world to lead to an excessive amount
of information (infoxication) on any topic to whom want to lsdarmed about it.

1 Authenticity: Due to this amount of information available, sometimes it is uncertain to
assure the authenticity of the news, and it is one of the big concerns for the news industry
nowadays. Some cases are driven by a clear ideologieation looking to create an opinion
state to bring on specific ideas. In the other hand, and growing in importance, the main
intention behind them is clickbait, usually with the intention of making money with high
views rates.

1 Bias:Traditionally news med develop their own editorial policy, usually reflecting also
ethical, political or ideological views. This lead to different interpretations of the same news
among different media and the need of reviewing several of them to have a complete idea of
the reality.

Phenomenon of disinformation / fake news

Nowadays, when information is consumed by end users (readers/audiences) through various social
media channels, they are dealing with significant amounts of available information, are spending less

and lesgime digesting the information and, furthermore, articles and other types of information are
LINEGARSR Ay | Y2NB YR Y2NB O2YLINBaaSR glcegd Ly
be it time, analytics skills, attention span, or the fagto identify true from false information or

information that has a particular bias or motive from information that is objective. Thus, rumours,

false statements, inaccurate or diverted information, exaggerated or intentionally misinterpreted
information ¢ fake nevs ¢ have a perfect environment either not be detected or be scrutinised.
Consequently, they are often considered, by mass audiences, to be consider genuine and true.

2 KSNBE dzaSNBRQ FSStAy3aas SY20iA2ya | yR 0 Aloffdkeét | NB f
news is even more efficient and prolific.

Fake news is usually part of wplepared propaganda activities, which are known from history and

are not intrinsically caused by / a symptom of modern society and social media technologies and
platforma ® |1 26 SOSNE a20Altf YSRAIFISYS 6KSNB dzaSNBEQ 0SKI &
can be traced, enables more targeted propaganda activities by spreading the fake news targeting
topics of a kind of emotional importance for the end users to incréasenpact.

Recently (and as mentioned previously in this paper), fake news has been identified as tool to
negatively influence various democratic processes around the world, to influence outcomes of
elections, referendums, and further political decisior@f course, these cases are intensively
discussed and highlighted across the media as well as governments. However, disinformation and
YAAAYTF2NXIGA2Y | FFSOGa 2GKSNJ FNBlLra 2F ftAFS 2F W
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also of significan detriment to individuals and communities such as medicine and science,
advertising, religion and even romante.

As mentioned above, social media in itself is not creating fake news and untrustworthy information,

but it is enabling the creation and tlkution of it. The reasons for individuals, groups or
organisations to (intentionally) produce and distribute disinformation and misinformation is varied

from having financial, political or prejudice motive, to key societal and psychological elemehts s

GFSI NE RA QDA Hendigks, Vineéht F). FustiMdbre, as recently discussed at the European

/I 2YYA &a A Stakeloldex Geinférance on Fake News, in November 2007 phamplification

of fake news is done by bots and artificial technglogeans. These aspects amplify even more end
dzZASNERQ LISNOSLIIAZ2Y 2y RAFFSNBYyUO AaadzsSa Ay GKS Y2
science) and the psychology behind must be taken seriously and from different angles. In which it will
beneS&dal N G2 SaidlofAak F WOAGAT Sy-granspd@nyfyiiadd I I A y 3
permanentlyinformed (social) media end uses.

'8 https:/iwww.actionfraud.police.uk/fraud _protection/dating_fraud
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4)  Requirements on policy and regulation

Protection of individual user rights
Regulatory intervention should ailm i LINP G SOGAY 3 (GKS AYRAQGARIZ f aQ
meanwhile technological innovation and a markiiven business development. Consumer
protection is one of the most important issues for the emgkr experience. The use of social media,
also incombination with communication services, is growing and it is important that consumers are
protected in terms of transparency of information and contracts, privacy and data protection, and
security. In order to better protect consumers, the same rules &hbe applied to digital services in
terms of consumer protection and privacy so that a level playing field between providers is
guaranteed and consumers are actually aware of characteristics and possible drawbacks on the use
of social media. Clear and trsparent information to the users should be provided both about the
offered service and on personal data collection, storage, use and elaboration and independently of
the kind of remuneration of the service (including not direct remuneration, but basepessonal

data).

The GDPR, which comes into effect on 25 May 2018, represents an important step for personal data
protection. It takes into consideration privacy issues emerging from social media and requires the
O2ftt SOGA2Y | YR LINPtO BdegeAdgrily frdriF thehlgtRidn@A thedgbcialdm@diar |
service provider. The GDPR is based on the following regulatory principles for personal data, which
must be strictly applied within future concepts for social media:

W Transparency and fairnesslata slould never be collected and processed without the
data subject being actually aware of it

w Purpose limitation- data can only be collected for specified, explicit and legitimate
purposes

w Data minimisation- data should be limited to what is necessary iratigin to the
purposes for which they are processed

w Consent- data collection and processing is based on data subject consent

w Storage limitation- data must be kept for no longer than is necessary for the purpose for
which the data were collected or furth@rocessed

w Accuracy data must be kept up to date, erasing and rectifying them when necessary

w Integrity and confidentiality- data processing ensures appropriate security of the

personal data
Moreover, the recent proposed revision of thepeivacy Directie adds further privacy obligations for
electronic communication services and networks. To ensure both legal frameworks support
consumers as well as business innovation and growth, close attention should be paid on the
coherence of them and on the avoidanof regulatory irregularities.

Data portability and competition/monopoly issues

Concern about digital competition in social media is acute in Europe because quite often digital
markets and the social media platforms are dominated by few, big and forexgmpanies,
accumulating volumes of exclusive operating data on their platforms and ser@oeserns about

the control of large amount of data by a few companies have been expressed aEordyyean
Commissioner for CompetitigiM. Vestagerat the Web Sumit 2017 Conference (§ 8, Nov. 2017
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in Lisbon) underlining that their dominant position could lead to situation where competition and
innovation are undermined.

As a matter of fact, the concentration around few platforms that have strengthened theitigrosi
across multiple service categories, becoming powerful integrated ecosystem and leading potentially
to situations of consumers lodk. A monitoring of the market is needed in order to evaluate the
existence of problems on competition with limitatiofsy’ dza SNDa OK2A OS o

Using that huge amount of user data as the raw material for analytics and machine learning could
have an insuperable competitive advantage over new entrants. Users gain good services, often free
of charge, from such platforms but there earalso some potential drawbacks; e.g. using a
predominant position to collect data, keeping that data exclusive in order to maintain monopoly
power could be used to prevent customer to change the platform providers. Competitive markets
generally flourishri an environment in which there are few or no barriers to switching, enabling
customers to easily move to a better deal.

Therefore, from the competition point of view it is also desirable to ensure personal data and profile
portability in future social maia services. Here, the GDPR presents a set of recommendations and

rules that could provide, particularly on data portability, a promising route to combat customer lock

in, fostering switching between social media providers, including potential new (hibp&uropean)
SYyaNIryita Ay (GKA&a aLI OSd ¢KS O2yOSLIi 2F LIR2NIIFOACT.
provider) and support for switching are well established in the context of broadband and voice
services and is tightly regulated at EU andfational level and must be strictly applied in social

media.

Digital rights management z prevention of piracy

Whereas the abowenentioned requirements on policy and regulation are rather considering
empowered end users and protection of their basic privaights, an also very important point is
protection of intellectual and other rights on content published aneoublished across the social
media networks. A good example is theb@ok publishing and other similar sectors which are
suffering from data acy present in the digital world in general as well as in the social media and
networks. Therefore, an important issue is to find appropriate and applicable mechanisms to protect
the published content and the corresponding rights preventing the socialianesers to illegally
share and publish content which does not belong to them.

Regulation in social media

A great advantage of the unregulated social media market is that it completely supports the principle

of freedom of speech, diversity of issues aniscdssions across different demographics and
NEBLINBaSYGFaA2ya 2F a20A80ex FyR Syl ofSa SELINBAAA
hand, the lack of regulation is damaging the abawentioned principles of freedom of speech and
diversity,by misusing the gaps in the regulatory social media landscape.

As fake news usually does not represent illegal content, where the corresponding legal measures are
already well established, the related laws cannot be used. However, the following legal and
regulatory measures could be applied or start being applied in the future:
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1 Defamation of private rights, including copyright for some issues and rules against
cyberbullying/harassment
1 Establishment and application of press codes, such as not using migjdedidlines in
news, obligation to correct wrong statements, etc.
1 IP law for shutting down soalled fake websites / cloned websites, and
1 Improvement of election (and other affected) laws to reduce potential influence by fake
news
The overall opinion ishat it is time now to consider appropriate standards and regulation for
checking the available information and its removing when needed. However, instead of a strong and
centralised regulation in social media, application of editorial/publisher standardsa&ind of self
regulation among platforms, journalists, users, etc. might be more effective. Regulation or at least a
strong regulation might not be of help and could damage free press and overall freedom of speech in
the nowadays democracies. On thehet hand, responsibility of corporations involved in the social
media business could and should be improved. For the time being, social media providers do not take
publisher responsibilities, but this behavior is starting to chaggee it through willingess or
requirement.

Thus, there is a need for regulation in social media and extension of publishers and other related
rights/rules/laws in this direction. However, regulation is a sensitive issue, so the first target should
be a kind of selfegulation anong all relevant social media actors.

¢CKS YIAY &a20AFf YSRAF LI FGF2N¥a LI & | fAIKG @€
2F GKS YIFAY FAY (G2 AYyONBIAS GKS ydzyoSNJ 2F dza SNE
number of suspiciou$ OO2dzy 1d OAYyOf dzZRAY3I LYGSNYySi WINRET aQu
number of platforms, such as Twitter, Facebook and dating sites, are taking actions to identify and
remove these accounts. These activities include also identification of messageand accounts

used by robots. Thus, an open question is if there are any appropriate measures to be applied to

cope with this problem.

It has to be mentioned that the EU and the Member States are limited in concrete actions in
controlling fake news ah misinformation (especially by news media andcatled news media
organisations) because of issues around press independency and political bias. In principle, the States
should not be the bodies making decisions as to whether news or information i®false.

Ensuring trust and diversity

Beside the regulation measures discussed aboveestablishment of trust in organisations
sharing/providing/creating the news is crucial to overcome the challenges and damage of fake news.

Of course, the most efficig solution for preventing fake news is to detect its creation in early

stages, which would help in preventing their further distribution. Here, of course, it is difficult to
observe all possible sources of polarisation and fake news. Another importarttipdhat the re
establishment of trust cannot be achieved by a single control entity or similar because of very
AYLRNIFYG LAEEIFIN 2F GKS G2RIé&Qa az20ASdae G2 1SS
opinions.
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Some factthecking organisations, s as Full Factare directly working on trust restablishment

as fully neutral entities, which is ensured by multiple and independent sources of funding. The target

Ad y20G G2 ONBIGS LIS2LX SQa 2LAYA2ya  o0dzimig2z KSfE L
different types of information. To ensure it, the transparency of all related processes is needed.

Factchecking has to be implemented through collaboration among multiple stakeholders, including
the main social media platforms, on the global levelrtitfermore, it is also needed to consider
different cultural factors influencing the considered area, e.g. caused by specifics of languages. Here,
the ethical responsibility of platforms and citizens engagement is of a high importance for success,
whereaspolitical and societal clarifications are the main tools for fighting origins of the fake news
and its distribution.

To conclude, to successfully reduce impact of the fake news and its distribution, broad global
activities and collaborations among all redat stakeholders are needed, including standards and
regulation as well as cooperation in different world regions by considering as many as possible
cultural and language related factors, such as:

1 To recognise societal responsibility and promote quadityjalism as well as education on
media/news literacy and journalists training

1 To ensure public funding for fachecking organisations and tools to be put on disposal for
wide public usage, e.g. as open source

9 Establishment of common and open data basesooperation with the main platform
providers, to enable wide research activities in the area through data analysis

I To cooperate in faethecking and support the needed innovation as well as adopt multi
platform approach for spreading information and rew

I To improve transparency and accountability in all processes as well as support activities on
fact-checking and providing related feedbacks and corrections

1 Establishment of selfegulation measures among stakeholders involved in overall publishing
processn the social media

19

https://fullfact.org
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5) Needed research and innovation activities and education
measures

Management of user information and portability

Considering the huge amount and relevance of user data that social media are supposed to handle in
the coming years itécomes extremely important to impose to social media a correct management
of user information and guarantee a set of rights to the final users that range to data security and
protection, porting of data to another platform, to complete user control on paed information.

We think it could be of great interest for the development of the market, for competition and for end
user value creation to have ICT tools, protocols, APIs and systems that can help to declare, enforce,
control and report on data managemmt and also on GDPR implementation as well as to ensure the
needed user data portability.

Furthermore, in order to do so, there is need for research activities in order to help people to put
their query on relevant social networks and also to develorfilly services helping people to
capture gueries that are relevant for them.

In addition, there will be a need to ensure communication between different social networks from
different sectors and also with social media networks in order to bring to the wset the
information about the decision taken by the system. Such interoperability among various social
networks should be studied in order to facilitate convergence between these social networks and to
unlock possible proprietary features.

Social media tools and processes

From the technology point of view, the current powerful social media has been established by
developing and deploying the newest software solutions, enabling all the social media features the
citizens are enjoying worldiide. On the othe hand, the same tools allow very efficient creation and
distribution of the fake news and act as their enablers.

Ly 2NRSNJ 2 02LS ¢gA0GK (GKAAa LINRofSY:Z 2F O2dzNES
can be enhanced to help to find and remded#e news and false information from the special media
platforms, including fake websites. However, the time needed for removing the fake news is still too
long to ensure proper reaction within the needed retéthe scale.

There is a need to improve socraedia technologies, in particular fachecking tools and develop
new solutions and processes. Furthermore, reputation tools for ranking the news distributors should
be put in place, too.

Tools for fact checking

The fact checking tools are getting bettdrut significant improvements are needed to make them
faster, to be able to provide the needed feedbacks within minutes. There are also ongoing activities
in exploring opportunities to apply artificial intelligence and further technologies in fake news
checking process.

Even there are powerful tools available for checking the potentially fake news, in most of the cases
there is a need to finalise a fake news check manually, which means by a human action and a
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corresponding action from a person or a tearhisT of course, wakes up a question of impartiality or
independency of people and organisations checking the news and providing the final opinion.

Need for collaboration and data exchange

In order to better analyse the entire problem and provide betterl&dt is necessary that the main
platform providers open their APIs, so that their data can be used for these purposes. There are open
APIs provided, in some cases their users need to pay for it, but amount of information available
through the APIs is noget enough for a substantial problem analysis. However, the large social
media platforms, which recognize the overall problem of false news as dangerous for their
businesses, are getting ready and committed to collaboration, so we can expect improvdreents

in the next period as well.

There is a strong need for collaboration on issue of the fake news by all relevant stakeholders on the
global level. Furthermore, it is also needed to consider different cultural factors influencing the
considered area, e.gcaused by specifics of languages. There is a need to analyze in details all
processes related to creation and distribution of the fake news to ensure full understanding of the
problem. Collaboration among various actors is needed here as well as azckga ind availability

of appropriate open source based tools.

Investigation on origins of disinformation
Finally, there is need to investigate origins of false information in social media by a deep analysis of
various technical and operational processelated to:

1 Potential bias in search resulthow they are intentionally or unintentionally created by

providing information in the social media channels, search for information to influence

ranking algorithms and final search results, etc
! Revisionofthe\d y 1 Ay3 Ff3I2NARGKYa (2 F@2AR GKIFd GKS
1 To ensure full transparency of all processes related to search, ranking, and provision of

search results to the end users.

Artificial Intelligence for/in social media
There is a bighallenge for the development of the Al tools (mainly based on deep learning) tailored
for social media, such as:

1 Blockchain for media generation and exchange, to track the authorship of the content and be
able to reward the content creators, and verify tbentent and the source

1 Media analytics: value to measure the media reach and consumption

1 Source analysis and distribution pattern forecasting: identifying origin and replication,
avoiding modified content to be delivered and discovering increased impgaembie
networks

1 Lightweight quality assessment and enhancement: avoidinggloality content to be
distributed, enhancing the quality with automatic video processing

New social IoT models and technologies
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In analogy with the social networks of humaeirgs there is a need to study and define a notion of
social relationship among things, making them intelligent and social. One possible definition is that
things come in social relationship, because and when their owners come in touch with each other
during their lives (e.g. devices and sensors belonging to friends, classmates, travel companions,
colleagues).

Several different technologies need to be extended and further researched towards the vision on
intelligent and social things,

1 intelligenceandsocal abilitiesof the things that allow them to interact with people and among
themselves are based on reasoning and learning from the following kind of information:
1 semantic information such as commsense and general knowledge about things
domain and ermironment (e.g. an ontology)
1 user behavior data during interaction
1 content associated with the things (e.g. photos or videos posted on/from the things)
1 people and things are botbocial entitiesable to manage and share knowledge and to establish
relations with other things and peoplesocial network thus maintains three types of dynamic
relations:userto-user(e.g. friendship, similarity, etc)serto-thing (e.g. ownership, potential
interest, etc.)thing-to-thing (e.g. similarity, proximity, taslktc.)
9 Dbidirectional interactionsperson and the intelligent thing may start a conversation
T natural interactionsgently and playfully led by interest, curiosity and fun while fully exploiting
intelligent and social things
9 content adaptation, personalian and aggregationthe capability to filter, synthesize and
mashup content in a meaningful way, ranging from the intelligent search, discovery and
recommendations to the digital storytelling, that involve intelligent and social things.

New business and cooperation models

Strategically speaking, publishers and content creators in the digital age still face a degree of
uncertainty; they will need to undertake a fundamental evolution that takes carefully into account
the creation and distribution of valueceoss all participants, including retailers, distributors,
publishers and authors. The role and results of the players of the industry will depend heavily on
future content consumption preferences (consureantric shift) and patterns and the evolution of

the competitive landscape; in particular, moving towards a constreetric approach appears as an
essential adaptation in the future social media.

On the other hand, the new and innovative business models are probably the best mechanisms to
ensure trust © various sources in social media (of course the trusted sources only) and diversity of
content to prevent domination of particular world regions, societies, opinion makers, etc.

New models related to search of information

Most web search engines are comroial ventures supported by advertising revenue and thus some

of them allow advertisers to have their listing rank higher in search result for a fee. These practices

are more and more rejected by end users because they will get the results that are the mos
LINEFAGIFOES F2NJ GKS &ASFENODK Sy3aayS IyR y2i GKS WwWo S

The future social media should disturb this model because users will question social network parties
instead of using search engine. In this new way of searching, when one is searching ioformti
just has to send its query to a specific social media network and due to the number of users
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usage should also very interesting for internet busgess they just have to filter on the social
network queries that are fitting to their business and when it matches send back an answer.

This new practice should take a bigger and bigger role in the future and it should be a chance for
European industry taome back on the playground in this field.

Business models for publishing in social media

The economic model of highdzk f AG& 22dzNyFfAAaY A& AY RIEIYISNE 4KA
professional journalism, and it lets enough room for alternatifermation gathering and publishing

in the media arena, which is frequently (not always) used for spreading fake news. Thus, there is a

need to invest more in the journalistic resources and provide additional funding for the area.

The social media busiee models are based on attentigqrmore people using a platform the more

I ROSNIA&ASYSyld OFy 06S R2ySs a2 GKIFIG GKS &a20Alf YS
attention (number of visits, clicks), whereas the available content is seconahigh is one of the

enablers of the fake news. Thus, the current business models applied by social media actors are
acting in favour of fake news and should be reconsidetethaybe also through appropriate

regulation and taxing measures.

Furthermore, if ve define a customer as somebody paying for a service, the real customer of the
platforms is the advertising industry, whereas the end users are not paying for information on the

a20AFf YSRAIF FyRZ FOO2NRAY3f & | NBndyad be edeiseenlJ | (0 T ;
as product of the platforms, which have established communication links to the end users, have the
dZaSNEQ RFGFXZ YR (y28 F f20 Fo2dzi (GKS dzaSNEQ 0SK

Thus, the power of attention in social media, limited number of powerful glplaglers in the area,
power of financial flows coming from advertising industry into the social media and its
commercialisation, unintentionally create an environment for efficient creation and distribution of
disinformation and misinformation. Furthermardollow-up of financial / advertising flows around

the recognised fake news producers, with aim to cat them and with it prevent wide distribution of
the fake news is needed as well. This activity is supported by possibility for the end users to report
false information and the fake news.

Therefore, there is a need for alternative business models for the social media, which might be
imposed by corresponding regulation measures. The new models and related regulation have to
ensure creation and distributionf@rofessional made journalistic content (particularly considering
quality of information, its presentation, and true facts behind), which is of course significantly
expensive, compared with simple and amateur work, which is however enough to establish and
distribute disinformation and fake news.

The challenge here is to ensure competitiveness of the proper social media platforms, as news
providers, versus soalled fake news/website factories, which exist even within the EU and could be
counted by consequdly applying current laws.
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Collaborative live production workflow
These higHevel requirements mandate a close collaboration between the owners and stakeholders

of the various involved realms, i.e. advertisement agencies and networks, the providées sddial
media technology, the technology providers for the clip rendering/creation, the owners of the
distribution channels and, finally, the broadcast organizations themselves to integrate and enable the
workflow in their live productions.

In order to materialise this concept, various technologies, concepts and processes will have to be
developed, e.g.:

w Instead of a single clip that is designed, created and approved months before its first display,
advertisements must become dynamic templates of whitdrge number of different
versions will eventually be realised

w The endto-end workflow, including its underlying technology, must be developed, from
content reception, to moderation/selection, to rendering, to approval of the individual clips
and finallythe distribution/transmission of all the material to broadcast and/or portals

w In the context of social media, time and volume are everything. This implies that the whole
workflow must have a short lead time and be scalable to large numbers.

Education and literacy

Education and promotion of media and news literacy among the social media users are probably the
best way to reduce negative impacts of the social media, such as fake news. Thus, social media users
and media audiences in general should be ededab consume the offered information (on the
Internet and particularly on social media platforms) in effective, accessible ways, to look for
complete information before forming opinions, and to look for more news sources where needed
and possible.

Even reults of a literacy education experiment with school children show a strong interest of young
people to be educated in this area and their willingness and ability to learn. It can be concluded that
there is a need and potential in organizing education progs on media (news) literacy, targeting
different groups; of course, the end users, the journalists, broad IT personnel involved on various
aspects of the social media, as well as many other groups of people.

On media (news) literacy, the correspondinguedtion efforts should be shared among various
disciplines which are taught at schools and other education centers instead of focusing on one single
WYSRAI adzoa2S0iQz G2 06S 2FFSNBR G2 Ittt 9! OAGATS
journdists to cope with the problem of the fake news, e.g. training journalists to discard inaccurate

news, should be part of overall education process towards future social media.
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Introduction
This publication is a followp from the activities of the Vital Media project and the NlHitiative
fFAR R2¢6y Ay (GKS 2KAGS tIFLISN d¢26F NRa CdzidzNB 27
White Paper identified several aspects of Social Media, where specific actions are needed to be
performed by overall European media community, iderto move towards the future social media.
In this publication, the main identified aspects are further elaborated, providing concrete ideas on
the needed approach in the future.

Beside education, the White Paper considered the following key areas, tampdor the future
social media landscape and its further evolution:

Data protection

Trust

New areas in social media
Business and cooperation models

e eegeg

Regarding the data protection, the emphasis is in protection of individual user rights, data portability,
and handling competition and monopoly related issues, including overall user information
management and management of data portability.

Trust, as an important paradigm in social networks, can be established by appropriate regulation
methods combined witlensuring broad diversity in the social media platforms and information flow
through the social networks. Various social media tools, such as theHlacking tools, can further
increase the trust in the social media.

Nowadays, people, the social media ssé consumers, understand the social media as a mix of
various platforms allowing publication, sharing, and consumption of various types of information.
However, in the future the machine based communication will increase in all sectors of life and will
influence the future social media by introducing new ways of social media communication, e.g. by
introduction of secalled Social 10T.

The business and cooperation models in the social media also cannot be seen as static and will need
to evolve in the futue to meet the new requirements of users but also other actors in the social
media, such as the platforms, publishers, etc. Application of new business models in the social media
are also seen as one of the means to efficiently reduce spreading and infaisinbormation in the

social media, saalled fake news.

The Vital Media project and the NEM Initiative consider all the four aspects presented above as

crucial for future development in the social media in particular in the European social media
landscge where there is obviously a need to increase level of activities, needed to get into a

position to become a significant player in the wordide social media ec@ystem at the same

t S@PSt +ta GKS G2RFre&Qa YIFAy 3JIf2o60lt LIEFESNAR NB | £ N

In this pubication, the data protection issues are handled in the second section by considering
processes for management of user data and options for ensuring data portability in social media.
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Ensuring trust in the social media is considered through elaboration @sile solutions to
implement efficient factchecking tools in the third section and impose appropriate regulation means
for the social media in the fourth section. Social I0T is considered, in the fifth section, as specific and
possible trend in the sodiamedia interactions, whereas the business models and collaborative
workflows for the future social media are elaborated in the sixth and seventh sections of this
document.

Conclusions on the social media aspects elaborated in the document are provideid wie
corresponding sections.

Note, that education and media literacy, in relation to the social media, are also identified in the
above mentioned White Paper as important aspects to be considered, but the related actions are not
seen as focus of the acities to be performed by the Vital Media project and the NEM Initiative at

this stage of discussions. A corresponding Media Literacy Expert Group has already been established
by the European Commission to discuss the related matters in details.
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1) Handling user data

1.1) Management of user data

One of the defining phenomena of the present times reshaping the world as we know it, is the rise of
Social media, which comes in many forms, including blogsm®, business networks, photharing
platforms, social gaming, microblogs, chat apps, and last but not least social networks. Social media
phenomena have influenced human behavior much deeper than any other media revolution before.
The development of seal media communities is only partly moderated but boosted through highly
personalized advertising and influencer marketing that expands into every part of human life.

The power of social networking is such that the number of worldwide users is expecteado
a2YS odnu .AffA2Yy Y2ydKfe |OGAGS {20Alf YSRAL
population.

The leading Social media platforms are usually available in multiple languages and enable users to
connect with friends or people across geqggméecal, political or economic borders and usually boast a
high number of user accounts or strong user engagement metrics. Approximately 2 Billion Internet
users are using social networks and these figures are still expected to grow as mobile device usage
and mobile Social networks increasingly gain traction.

Market leader Facebook was the first Social network to surpass 1 billion monthly active users,
whereas recent newcomer Pinterest was the fastest independently launched site to reach 10 million
unique manthly visitors. The majority of social networks with more than 100 million users originated

in the United States, but European services like VK or Chinese social networks Qzone and Renren
have also garnered mainstream appeal in their areas due to locedxdcand content.

Social media usage is diverse: platforms such as Facebook or Google+ are highly focused on
exchanges between friends and family and are constantly pushing interaction through features like
photo, or status sharing, and social gamesu(e4). Other Social media like Tumblr or Twitter are all
about rapid communication and are aptly termed microblogs. Some Social networks focus on
community, others highlight and display usggnerated content.

However, regardlessfdhe kind of interaction that is enabled in the community and the business

model that is used to generate economic value, every Social media platform shares a common
characteristic with each other: the size of their business is strictly related to thébewuof users
FOGAGSE e GF1Ay3I LING G2 GKS 420A1f ySG62NLE 64
(MAU) metric, which defines the users that perform at least one access in a month. This number is so
relevant to the economics of the Social nieeglatforms that it is typically used as the reference

metric to be exposed to investors and financial community. For these reason only players with either

a huge number of MAUSs or with a bullish growth trend can act profitably in this market, avoiding to

be cannibalized by much bigger fishes that can count on big network externalities.
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Figure4: The heterogeneous world of Social Media

The Figure5 shows an updated statistic on the mgsbpular networks worldwide as of April 2018,
ranked by number of active accounts. Market leader Facebook currently sits at 2.2 billion monthly
active users. Sixthanked photesharing app Instagram had over 800 million monthly active
accounts. Meanwhileblogging service Tumblr had an estimated 794 million monthly active blog
users on their site.

At a first look the landscape happens to be heterogeneous and distributed, with a first group of huge
social media with 800 million users or more on one side, asg¢cond group of smathiddle sized
players with less than 300 million accounts. However, taking a careful look at the first group and
bearing in mind that WhatsApp, Messenger and Instagram are all Facebook propéedigdgenly
comes clear that this rarket is highly concentrated among just 2 players, Facebook and
Google/YouTubewith a share of about 44% and 11% each over the first 20 Social Media.

Concern about digital competition in social media platforms is acute in Europe because few, big and
foreign companies, accumulate large volumes of exclusive operating data on their platforms and
their dominant position could lead to situation where competition and innovation are undermined.
The concentration around few platforms that have strengthened thesiton, becoming powerful
integrated ecosystems, lead potentially to situations of consumersifoddsers gain good services,
often free of charge, from such platforms but there are also some potential drawbacks; e.g. using a
dominant position to collecdata, and keeping that data exclusive in order to maintain monopoly
position could be used to prevent customer to change the platform providers.
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Figure5: Most popular social networks worldwide as of April 20l&nked by number of active users (in millions)

Using that huge amount of user data as the raw material for analytics, artificial intelligence and
machine learning could have an insuperable competitive advantage over new entrants in existing
services andousinesses and even more for the future and potential new services and businesses
based on data exploitation and monetization.

For the reasons explained above, it appears extremely unlikely for small players currently struggling
in this market or newcomer to get the traction required to foster their business, creating an
enormous barrier to new players and a relevant latleffect on active users of wedrown big Social
media platforms. Capital expenditure for research & development in this sector,ghaucial for
longterm growth and sustainable presence in the market, is strongly correlated with the volume of
business or the potential revenue growth, which is in turn related to the community size; this brings
to a situation where small players cduhot bear fair competition with bigger and well established
Social media platforms, because of much bigger costs per user to deal with and limited potential to
innovate in order to reduce costs and increase revenue reach through innovative services.

TRIFeQa {20AFf aSRAIF LIXIFOG0F2N¥a KIS (KS R2YAYIl yi
the datadriven society, creating new services and business opportunities based on Big Social Data
collection and processing, Atrtificial Intelligence (Al) @idchine Learning (ML) techniques in
combination with Internet of Things (loT).
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Considering the huge amount and relevance of user data that Social media platforms are supposed
to handle in the coming years (see Social 10T), it becomes extremely importampose to Social
media platforms a correct management of user information and guarantee a set of rights and tools
to the final users that range from data security and protection, porting of user data to another
platforms, to complete user control on pensal information.

Regulation should address this potential issue of concentration and potential user-lnckostering

the possibility of social network users to move freely between many platforms, reducing the side
effects of relocation on different sociamedia platforms and aiming at the creation of a common
reference model for user information in order to facilitate the retrieval and injection of users data
from the old platform to the new one chosen by the user.

1.2) Data portability

General Data Protgion Regulation (GDPR),applied in Europe from 25th May 2018, addresses data
protection and privacy issues for individuals in European Union with a set of prescriptions, including a
mandate for data portability in order to enable people to transfer perdatza from one electronic
processing system to and into another.

GDPR presents a set of recommendations and rules that could provide, particularly on data
portability, a promising route to combat customer leick fostering switching between social media
providers, including potential new (hopefully European) entrants in this space.

It could be of great interest for the development of the market, for competition and for end user
value creation to have ICT tools, protocols, APIls and systems that carmohdézlare, enforce,
control and report on data management and also on GDPR implementation as well as to ensure the
needed user data portability.

¢tKS O2yOSLIi 2F LRNIFoAtAdGe OoNBOFAYyAy3a GKS Odzai?2
support fa switching are well established in the context of broadband and voice services and is
tightly regulated at EU and/or national level and should be strictly applied in social media services.

Data Portability is quite a big issue if applied to Social madiforms for several reasons:

w Different user profiles in every Social media platform (e.g. the set of all information that
describe user inside community);

w Different data formats for Social media platform (e.g. kind of data shared by the user
inside commauity);

w Many Social media platforms have terms and conditions (accepted by users at the time

of registration) that set a sharing property of user data uploaded on the platform (e.g.
LIAOGdzZNBas PGARS2aX0Z LINBQGSY Ay RgoteanSthe (2 S NI
platform.

Regarding the set of data that is included in GDPR, it is considered both data being 'provided' by the
dza SNJ oRI Gl &adzo2SOG0 FyR RIGlI 0SAy3 U204SNBSRUZ 3
data, according to the @dzf A2y X GKI @S (2 o06S LINPBOARSR o0&
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structure that can play the common framework part across all platforms.

Furthermore, after gining a contract during registration phase where the user accepts terms and
conditions that gives the Social media platforms some rights on the data published on the platform,
it may be difficult to completely retrieve user data at the time of relocatiorahother player; this
would put a limit on end user freedom to use any platform, reducing the possibility to cut any
relationship with former Service Provider if he wants to.

For all these reasons there is still some uncertainty on how this issues vailldressed, bearing in

mind the imminent deadline required by GDPR. While it is predictable that in the short time all big
platforms will be working separately and in a heterogeneous way in order to solve this issues, some
worries arise looking at the lorgrm scenario, where a common solution is expected to streamline
the data portability process, just like it currently occurs in the Mobile Telecommunications with the
Mobile Number Portability procedure that is a standardized and-eatkblished process.

The way Social media platforms currently work, implies a central logical repository role for the
platform where, after initial registration, users upload their profile information and personal data in

order to allow other members of the community to acseheir content stored in central repository,

as described in theigure6. This approach require users to accept upload, in order to share, personal

files and documents, that will be stored in the Social media data centers;dbid also implies that

users cannot get any visibility of which (and when) members of the community are either accessing
2N SPSY R2gyft2FRAYy3I GKSANI O2yGSydaszx t1O1Ay3a +ye
the platform.
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Figure6: Current approach of Social media to User Profile and Personal Data sharing

While on one hand, it would be crucial to pave the way to a structured and common activity
framework for the specification of the data portability proceduren, tbe other some members of
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the media industry are looking for alternative approaches to comply to GDPR prescriptions, such as
Data Decentralization and Trusted Third Parties Data Portability.

1.2.1) Data decentralization

A first alternative to actual impmentation of data management within Social media platforms could

0SS RI{Gl RSOSYGNIftATFGAZ2YD Ly 2NRSNI G2 YFEAYAT S
data portability process across Social media platforms, a decentralized approaclatstal@ge and

access could be beneficial. Decentralized approach would overturn the classic paradigm of
interaction within the Social platforms, followed by any player in the Social media landscape, in line

with the clientserver communication typical ohé OTT operational model.

Ly I OSyidNXfAT SR ILILINRIFOKSE GKS LIXFGF2NY GKFG NB
the server that processes the requests coming from all the clients, represented in this case by the
users. This paradigm fitgith the call of Social media platforms for data ownership and control, since

it boosts their profilingbased advertisement business model, and it is fostered by the continuous
capacity growth of telecommunication networks, both on Fixed and Mobile, suestaby Telcos all

over the world; thus it is possible to quickly, almost instantaneously, upload text, pictures, videos and
other kinds of personal user data on the platform, via reliable broadband and-hritedband
connections. Social media platformseaused to take advantage of Telcos huge investments in
network evolution and capitalize in the best way their own ability to quickly launch new services (e.g.
360° video, AR/VR) to increase user engagement, boosting the advertisement revenues, simply
relying on the Telcos need to provide quality of experience to their customers.

A decentralized approach is more similar to a peepeer type of communication, and requests in
addition a fast and efficient control engine to manage routing and forwardingeiests and data.
According to this view users do not need to upload their information and contents on a centralized
platform, where they are cached locally in order to be delivered when accessed or downloaded by
other users; in a decentralized system, g@mal data and information are always inside the user
storage devices/cloud and the only way to get access to these contents is through a request
authorized by the user. The role Social media platforms could play in this approach would be, as
depicted in he Figure7, the control platform that handles all the requests coming from the users and
routes correctly the signaling to the proper recipient in order to get access, if granted by the end
user.
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Figure7: Alternative hypothetical approach of Social media to User Profile and Personal Data sharing

Therefore user profile and personal data would not be bound anymore to the particular Social media
platform used by the users, leading to a simplified datatguility process; indeed, by changing
Social media platform, the user would just select another point of access to his data and contents,
without need to reshape and move his own data set.

In order to modify so heavily the Social media environment, soctigiges are required:

w Regulatory recommendation to shape the current approach to user data management in
Social media platforms, including for example:
0 new requirements for user data storage and management inside the Social
media platforms;
o] enabling usrs to optin for a decentralized approach;
w Definition of a brand new set of standards and rules for the management of user data by
Social media platforms, ranging from:
0 possibility to retrieve and access User Profile and Personal Data according to user
grants;
0 possibility to retrieve and aggregate user information in anonymous way in order
to be monetized;
0 request for total transparencythe Social media platforms does not see any user
data/content;
o] implying new business models for Social media platfgransicularly those
based on subscription,ih LILJ a St f Ay3> FSS F2NJ LINBYAdzy
w Innovation activities to support this brand new approach, taking care of all aspects that

would be affected by the paradigm shift:
Platform processing capacity, netwockpacity, routing/forwarding efficiency, security and privacy
AaadsSax!ftt GKSaAS | OGABAGASA NBIjdzZANS RSSLI Ay@Saia
involving all interested players. This process could help to investigate all aspectadbkat be
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overturned by decentralization and would help to fine tune all the actions to be taken and the tasks
required to streamline the process, which will take years to complete.

1.2.2) Trusted Third Parties Data Portability

Another innovative approacto help Social media platforms to comply to GDPR regulation in terms
of data portability is to rely on trusted third parties that would be responsible for data retrieval,
collection, parsing in a common standardized format and delivery to the new Sod# piatform
selected by the end user. It is well known that every Platform has its own format and is oriented to a
particular kind of communication: Twitter for many years has been entirely based on short text
sharing, while Youtube relied heavily on wadeontents; other Social media selected a mixed content
approach and are investing to enrich the set of contents the user can share, in order to increase
users engagement and enhance customer profiling. For instance, if video contents have historically
been almost entirely low quality 2D etlemand videos, in recent years big social platforms like
Twitter, Facebook and Youtube have been increasingly betting on Live videos, that are supposed to
be about 3 times more engaging than classic VoD (source Facebook)

Parsing user data would be a fine and complex process to take as an input all the data shared
through a Social media platform and user profile and having in output a set of data sorted in a
common standardized format. Therefore, every new Social medifopin could collect information

from the trusted 3rd party and populate its platform accordingly, as described in the steps
highlighted in theFigure8 ¢ Trusted 3rd Party Data Portability process:

1) User 1 duringhe interaction with the former Social media platform uploads his contents
and user information, which are stored in the platform data center;

2) C2tft26Ay3 dzaSNDRa RSOAaAz2y (2 NBf20FGS G2
uploads all his data to a tsted 3° party (the selection criteria of the 3rd party that
should be in charge of the data portability process is out of scope);

3) Selected 3rd party receives user data in the format used by the old platform and
performs data parsing to achieve a stand&rdnat;
4) 3" party delivers all user data to the new Social media platforms in order to populate all

the fields in the user profile and contents, to let the user immediately interact within the
platform with other users.
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Figure8: Trusted g Party Data Portability process

Even in this case, some activities are required to make this scenario feasible:

Regulatory recommendation to shape the current approach;

Specification of the data portability process;

Definitionof the trusted 3rd party entity, role, function, responsibilities;

Innovation activities to support this brand new approach, taking care of all aspects that
would be affected by the paradigm shift.

egeege

1.3) Summary on user data

¢2RIF&Qa {2 O0Al haveatl® Rdminant foditiin2fiNed exploit user data economy in

the datadriven society, creating new services and business opportunities based on Big Social Data
collection and processing, Artificial Intelligence (Al) and Machine Learning (ML) teehniig
combination with Internet of Things (Social 10T). Some fundamental and critical aspects are already
identified

w Transparency, Privacy and User Data management;
w Users lockin situations due to market dominated by a few big platforms providers; Huge
volumes of exclusive Big Social Data accumulated and used as the raw material for
Artificial Intelligence and Machine Learning as an hardly superable competitive
advantage over new entrants.
For some visionaries Social Media are already old and will disappethe future. The future of
Social Media is not about posts, mobile apps, Social Media platform pages, but it is about Cyber
PhysicalSocial Hyperspace where meeting someone and being able to see and know all the events
that concern her/him, thanks atsto new wearable devices. Users will continue to provide photos,
GARS2az 2LIAYyA2yas NRdAziSa Ay OFNmBRX |ff @F NR2dz
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